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BCTYII

VY cyuyacHoMy CBITI 1HGOPMAIIMHUX TEXHOJIOTINH aHTJINHChKa MOBA € HE3aMIHHUM
IHCTPYMEHTOM MNpoQeciiHOl KOMYHIKaIli, CaMOpPO3BUTKY Ta Kap'€pHOr0 3pOCTAHHS.
BinbmicTe TEXHIYHOI JOKYMEHTAllli, MPOrpPaMHOI0 3a0e3MeuYeHHs, HAyKOBUX CTaTew,
OHJIAH-KYpCiB, KOH(epeHIiil Ta crnuikyBaHHS B IT-cepenoBuili BiAOYBaeTbCci came
aHTJHAChKOI0 MOBOIO. CaMe TOMY BOJIOAIHHS MPOQECIHHOI0 aHTITIINCHKOIO € 000B’ I3KOBUM
KOMIIOHEHTOM MIATOTOBKH (paxiBIliB 31 crieliaabHOCTI «KOMIT IOTEpHI HAYKW», aJ[’KE€ BOHO
BIIKpUBA€ JOCTYI JI0 HAWHOBINIMX 3HAHb, TEXHOJOTTH 1 MPaKTUK, 10 BU3HAYAIOTh
po3BuToK IT-ramysi.

Mera mociOHuka tnonsirae 'y  (opMyBaHHI ~ HEOOXIIHOI  aHTJIOMOBHOT
KOMYHIKaTUBHOI KOMIIETEHLi CTyJIeHTIB Yy mnpodeciiiHii cdepl CHUIKYBaHHA, IO
nependavyae po3MIMPEHHSI aKTUBHOTO CJIOBHUKA CTYACHTIB Yy c(epi ALIOBOrO CHUIKYBAaHHS,
PO3BUTOK HABUYOK NPAKTHYHOTO BOJIOAIHHS IiJIOBOIO aHTIIIHCHKOIO MOBOIO B Pi3HUX
BUJIaX MOBJICHHEBOI JISJILHOCTI, B YCHIA 1 THUCBMOBIH ¢dopmax, mo oOyMOBIIeHa
npodeciiHUME  TIOTpebaMu Ha PIBHI HE3aJEKHOIO KOPHUCTyBaya, MOTJIUOJCHHS
npodeciiHuX Ta JEKCUYHUX 3HAHbD.

[TociOHMK MICTUTH aJaNnTOBaHI TEKCTH Ta 3aBJaHHA, CIPSIMOBAHI HA PO3BUTOK
YUTAaHHS, TOBOPIHHS Ta muchMa B IT-KoHTeKCTI. 3HaUHa yBara npUIUIS€THCS BUBYCHHIO Ta
3aKpIMJICHHIO TEPMIHOJIOT1], HeOOXiaHOT JjIsi BIEBHEHOro opieHTyBaHHs B IT-muckypci.
[logano BmpaBu Ha 3aCBOEHHS 1 3aKpilUICHHS MNpodeciiiHOT JEKCUKH, PO3yMIiHHS 11 B
KOHTEKCTi, a TaKO CTBOPEHHSI BJIACHUX BHCIIOBJIIOBAaHb, 110 CHpUATHME (HOPMYBAHHIO
HABUUYOK PEAJIbHOTO CITUIKYBAaHHS y MPpodeCciitHOMY CepeOBHIII.

[TociOHUK Mae BHpa3HEe KOMYHIKATHUBHE CIPSMYBaHHS, OCKUIBKM BCl TEKCTH U
3aBJaHHsA OOY0BaHI HABKOJIO peajbHUX CHTYyalid mpodeciiinoi misubHOCTI B IT-cdepi.
KoxHna Tema MICTUTh IHTEPAaKTUBHI BUIU POOOTH — OOTOBOPEHHS Yy Mapax, pOJIbOBi
3aB/IaHHS, TPOEKTHI 1 CUTyaTHUBHI BIPaBH, 5Ki (POPMYIOTh YMIHHS MOSCHIOBATH TEXHIYHI
pillIeHHs, aprYMEHTYBaTH BUOIp 1 CHIBIPAIIOBATH B KOMaH[l. 3aBISKH TaKOMY MiAXOMY
MOCIOHMK HE JHIe J0ToMara€e 3acBOITH NpodeciiHy aHTIIHCBbKY, a W pPO3BUBAE
KOMITeTeHIlii eeKTUBHOI KOMYHIKaIlil, 0 € HEOOXITHUMH JIsi MaiOyTHIX (axiBIiB Y
rayry3i KOMI FOTEpPHUX HayK.

[TocibarK Moxe OyTH BUKOPUCTAHUH SIK y MEXax ayIuTOpHOI poOOTH, Tak 1 s
CaMOCTIMHOTO HaBYaHHSI.

CrogiBaemMocsi, 0 TaHUA KypC TOTIOMOXE CTYACHTaM BIIEBHEHO OPIEHTYBATHUCS B
aHriioMoBHoMY [T-mpoctopi Ta ycmimHO peaii3oByBaTu cebe y CBOid MaiOyTHii

npodecii.



HOW COMPUTERS ARE TRANSFORMING OUR WORLD TODAY

Before you read the text answer the following questions:
e Do you use any smart devices at home? What are their advantages?
e How can technology help us in our daily life?

The power of modern computing has revolutionized how we live, work, and
communicate. Tiny, powerful devices — such as smartphones, wearables, and embedded
systems — now control complex operations in everything from medical devices and
vehicles to smart homes and consumer electronics. People use mobile apps and cloud
platforms to collect data, track health, manage finances, and work remotely.

Computing devices are not only getting smaller but also smarter. Today’s machines
can learn, predict, and adapt using artificial intelligence (Al) and machine learning
(ML). Cars use onboard computers to improve fuel efficiency and assist drivers with
safety systems. Smartphones offer features like biometric security, voice assistance, and
real-time translation.

Smart devices have become part of everyday life. Smartwatches monitor heart rate
and activity. Smart refrigerators track food expiration. A smart home may include
voice-controlled lights, thermostats, and security cameras, all connected through the
Internet of Things (IoT). These tools help automate routine tasks, making life more
convenient.

Computers also enhance creativity. With cloud-based tools and Al assistance,
people can edit videos, create art, produce music, and collaborate globally in real time.
Distance learning platforms, online courses, and Al tutors make education more
interactive and accessible.

In healthcare, telemedicine and Al diagnostic systems help doctors provide care
across long distances. In business, videoconferencing and collaborative apps have
transformed how teams work together, making remote work a standard part of many jobs.
Computers have become not only personal tools but also interpersonal tools that
improve communication and productivity.

Today’s networks — from Wi-Fi 6 to 5G — allow instant access to vast resources.
The Internet connects billions of devices, making information available anywhere,
anytime. With good cybersecurity practices, users can share data safely and responsibly.

Ultimately, people remain central to this digital ecosystem. While hardware and
software continue to evolve, it’s human decisions that determine how these tools are used
— creatively, ethically, and for the benefit of society.

Glossary
» computing — o6umcITIOBalIbHA TEXHIKA
* wearables — Hocumi ipucTpoi
» medical devices — menuuHI TpECTPOI
* smart home — po3ymHwUit J1im
* cloud platform — xmapha uraropma
» computing device — oOuUnCTIOBABHHIA TPUCTPIH
« artificial intelligence (Al) — mTy4Hwmii iHTEICKT
» machine learning (ML) — mamnHHe HaBYaHHS
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* biometric security — 6iomerpudHa Oe3neka

* Smart device — po3yMHHUIA IPUCTPiid

* Internet of Things (10T) — inTepHeT peueit

* cloud-based tools — incTpymenTn Ha 6a3i xmapu

« distance learning — qucraniiiine HaBYaHHS

« Al tutors — Al-peneruropu

« telemedicine — TenemetunyHa

* Al diagnostic systems — miarHocTu4Hi cuctemMu Ha 6asi Al
» videoconferencing — Bineo koHdepeHiis

* remote work — Bigaasiena pooota

* cybersecurity — kibep6e3mneka

« digital ecosystem — mudposa exocrcrema

 share data — gisiuTucsa naHUMU

 automate routine tasks — aBTomaTH3yBaTH pyTHHHI 3aBJIaHHS

1. Answer these True / False questions:

1. Smart devices can help people automate daily tasks.

2. Wearables are used only for entertainment purposes.

3. Artificial intelligence allows machines to learn and adapt.
4. Smartphones cannot provide biometric security.

5. Telemedicine helps doctors treat patients remotely.

6. The Internet of Things connects devices in a smart home.
7. Computing devices are getting bigger and slower.

8. Cloud-based tools make global collaboration possible.

9. Remote work is no longer used in modern businesses.
10.Cybersecurity ensures safe data sharing online.

2. Comprehension questions

1. How have smart devices changed everyday life?

2. What are some examples of how Al is used in modern technology?

3. How do smart homes use the Internet of Things (1oT)?

4. In what ways do cloud platforms support creativity and collaboration?
5. What role does telemedicine play in healthcare today?

6. How has remote work changed business practices?

7. What technologies provide fast and reliable internet connectivity?

8. Why is cybersecurity important in a connected world?

9. What is meant by a "digital ecosystem™?

10.What is the role of people in the development and use of modern technology?

Vocabulary Practice
1. Complete the sentences with the correct word from the list below.
(computing, smartphone, wearables, artificial intelligence, biometric security, cloud
platform, smart home, telemedicine, 5G, cybersecurity)
1. Modern cars use to assist drivers and improve safety.
2. A can recognize your fingerprint to unlock the device.
3. Many people use a to manage daily tasks and communicate.
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4. Doctors can now diagnose patients remotely using technology.

5. devices like smartwatches track your health and activity.

6. The company stores its data safely on a rather than on local servers.
7. networks like 5G provide fast wireless internet for mobile devices.
8. Protecting personal data from hackers is the goal of

9

A Is a house equipped with automated systems controlled via the
Internet.
10.Advances in allow computers to learn and make decisions.

2. Match the word to its correct definition.

Word Definition

%AI)Art'f'C'al intelligence a) A secure method using physical traits for authentication

2. Cloud platform b) A connected home with automated devices

3. Wearables g:) Tschnology that enables machines to mimic human
intelligence

4. Biometric security d) Internet-based services for data storage and software

5. Smart home e) Devices worn on the body that collect data

3. Complete the mini-dialogues with your own expressions, use the promts in
brackets.
Characters:

o Alex — Network administrator

« Jamie — Employee/user

Jamie is having some questions about the new technology in the office. Alex explains and
discusses the issues.

Jamie: Hi Alex, I’ve been hearing a lot about our office using cloud platforms now. Can
you explain how it helps us?

(Explain the benefits of cloud platforms.)

Alex: Sure! Using cloud platforms means ...

Jamie: That sounds useful. But I’'m worried about security. How does the company
protect our data?
(Talk about cybersecurity measures.)

Alex: We use ...

Jamie: | also heard about biometric security being added. What does that mean for us?
(Explain biometric security features.)

Alex: Biometric security uses things like fingerprints or facial recognition to ensure only
authorized people can access sensitive areas or information.

Jamie: Interesting! What about the 5G network the company mentioned? Will that
improve our internet speed?



(Discuss benefits of 5G.)
Alex: Yes, ...

Jamie: Last question — how do you see artificial intelligence helping our work in the
future?

(Discuss Al applications.)

Alex: Al can ...

« Use this template to create your own dialogue.

« Choose different vocabulary words or prompts (e.g. computing devices,
smartwatch, medical devices, Al diagnostic systems, Al tutors, cloud platforms,
digital ecosystem, etc.)

« Add your own questions and answers to make the conversation longer.

4. Discuss the following topics:

1. Daily Life and Technology
o How do you use smartphones or wearables every day?
o Describe how a smart home might improve your life.
2. Health and Medicine
o Explain how telemedicine can help patients and doctors.
o Talk about the importance of biometric security in hospitals.
3. Work and Education
o How has remote work changed your or your family’s job?
o Describe ways cloud platforms support learning or working from home.
4. Future of Technology
o Predict how artificial intelligence will change the world in 10 years.
o Discuss the benefits and challenges of faster internet like 5G.
5. Safety and Privacy
o Why is cybersecurity important for individuals and companies?
o What can people do to protect their data online?
6. Technology in Society
o How do interconnected devices form a digital ecosystem?
o Share your opinion about the impact of technology on social relationships.



COMPUTER ARCHITECTURE

Answer the questions:
e Have you ever built or upgraded a computer? What parts did you use?

e What features do you look for when buying a computer?

Read the advertisement and match the headings to the paragraphs:
Modern OS

Lightning-Fast Storage

Incredible Performance

Next-Gen Memory

Next-Level Graphics

Stylish design

Immersive Multimedia

Stunning 4K Visuals

Se@ e o0 oW

Looking for a reliable, high-performance, and modern PC?

1. Intel Core 17 14th Gen Processor (3.9GHz base, up to
5.2GHz Turbo Boost)

2. 16GB DDR5 RAM (dual-channel, 5600MHz)

3. 1TB NVMe SSD (Gen 4)

4. NVIDIA GeForce RTX 4060 GPU, 8GB GDDR6
VRAM

5. High-definition 7.1 surround integrated audio

6. Blu-ray RW drive + USB-C 3.2 ports

7. 27" IPS LED monitor, 4K UHD resolution (3840 x 2160)
8. Windows 11 Pro

1.

The main processing chip is an Intel Core i7 14th Generation processor, designed by
Intel Corporation. It operates at a base clock speed of 3.9 GHz and can reach up to 5.2
GHz using Turbo Boost technology, ensuring excellent performance for multitasking,
gaming, and professional workloads.

2.

16GB of DDRS5 synchronous dynamic RAM, using a dual-channel configuration for
high-speed, high-bandwidth data processing. DDRS5 runs at much faster clock speeds
(e.g., 5600 MHz), ideal for demanding modern applications.

3.

A 1TB NVMe SSD (Gen 4) — a solid-state drive that connects via a high-speed M.2
PCle interface. It offers extremely fast read/write speeds, significantly outperforming
older SATA hard drives and enabling rapid boot-up and application loading.

4.




A modern NVIDIA GeForce RTX 4060 graphics card with 8GB of GDDR6

memory, connected via PCI-Express Gen 4. It supports ray tracing, Al-assisted

rendering, and high-resolution gaming or professional graphics work.

5.

Experience stunning 7.1 surround audio providing crystal-clear sound for music,

movies, and gaming and enjoy full media capability with a Blu-ray RW drive and

USB-C 3.2 ports for connecting modern peripherals and external storage devices.

6.

A 27-inch 4K UHD IPS LED monitor (3840 x 2160 resolution), offering wide

viewing angles, vibrant colors, and high pixel density — ideal for content creation,

streaming, and productivity tasks.

7.

Windows 11 Pro is the operating system installed on the computer. It provides modern

features like virtual desktops, secure boot, touch and pen support, Al enhancements,

and seamless integration with Microsoft services.

8.

All in a sleek mid-tower case with RGB lighting, optimized airflow, and support for
advanced cooling systems.

1. Scan the text to find this information:
1. What is the memory size (RAM) of this PC?
2. What storage devices are included?
3. What is the size and resolution of the display screen?
4. How fast is the processor?
5. What is the capacity and type of the hard drive?
6. What type of graphics card does the computer use?
7. What operating system does the computer run?
8. What multimedia features does this computer offer?
9. What types of ports and optical drives are available?

1. Match each component with its function. Then describe its purpose in your own

words.
A —Component B — Function
1. DDR5 RAM a. synchronizes operations across all system components
2. Intel Core i7 CPU b. stores and transfers data using fast solid-state memory

c. connects all hardware components and allows

3. Motherboard e
communication between them

4. System clock d. stores startup instructions for initializing the system

5. USB-C SSD (portable) e. reads/writes Blu-ray discs and legacy media

6. 4K UHD monitor f. performs all processing and controls operations of the system
7. Mechanical keyboard g. inputs typed data through physical key switches

8. Blu-ray drive g. provides ultra-fast temporary storage for frequently accessed
(external) data

9. L3 cache h. displays high-resolution visual output from the computer
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10. UEFI/BIOS chip I. holds temporary data and program instructions for fast access
(ROM) by the processor

2. Work in pairs. Find out as much as you can about your partner’s computer
and fill in the table.

Feature Student A Student B

Processor type

Processor speed

Memory capacity

Memory speed

Memory type

Hard disk capacity

Screen size

Screen resolution

Optical drive speed

Additional features

Student A
Intel Core i5-1235U (10-core)
Up to 4.4 GHz Turbo Boost
8 GB
4800 MHz
512 GB NVMe SSD
LPDDR5
17"
1920 x 1200 (Full HD+)
Windows 11 Home
No optical drive (external USB optional)
Wi-Fi 6E, Bluetooth 5.3, USB-C, HDMI, up to 10 hours battery life
Student B
e AMD Ryzen 7 7840HS (8 cores / 16 threads)
Boost frequency: up to 5.1 GHz
Infinity Fabric interconnect
32 GB RAM
6400 MHz
LPDDR5X
1TBSSD +1TB HDD
14-inch OLED display
2880 x 1800 resolution
No optical drive
Windows 11 Pro

Fingerprint reader, Wi-Fi 7, USB4, Bluetooth 5.4, fast charging
11



4. Choose the most suitable computer configuration for each type of user, based on
their needs. Use your knowledge of computer architecture and hardware
components.

User Profiles:

1.

2.

Anna — A high school student who needs a simple computer for browsing, writing
essays, and using Google Classroom.

Mark — A university student in computer science who programs, runs virtual
machines, and compiles code.

Olena — A graphic designer working with Photoshop, Illustrator, and video editing
software.

Ivan — A casual home user who mostly watches videos, checks email, and shops
online.

Dmytro — A gamer who plays modern high-resolution games and streams them
online.

Oksana — A system administrator managing servers and working with databases
and remote systems.

a) Select or describe the ideal specification, including:
o CPU
o RAM
o Storage (SSD/HDD)
o GPU (if needed)
o Monitor type/size
o Other devices or peripherals
b) Explain your choice using vocabulary from the topic.
Use this model sentence:

"l recommend a system with [component] because this user needs to [activity].”

5. Answer the questions:

What’s the difference between a desktop, laptop, and server in terms of
architecture?

Which component of a computer do you think affects its speed the most? Why?
Have you ever run out of storage on a computer? How did you solve the problem?
What do you think is more important: RAM or processor? Why?

Would you sacrifice storage space to get a faster processor? Why or why not?
Would you choose a lighter laptop with less performance, or a heavier one

with better specs?

12



PERIPHERAL DEVICES AND THEIR INTERACTION WITH A COMPUTER

Before reading the text discuss the following questions:
e Which peripheral device do you use most often and why?
e What would a computer be like without any peripheral devices?

Peripheral devices are external devices that are connected to a computer to expand
its functionality. They help users input data, receive output, and store or transfer
information. These devices are essential for communication between the user and the
system.

Input devices such as a keyboard, mouse, scanner, and webcam allow users to send
data into the computer. For example, a keyboard is used to type text, while a scanner can
copy documents and convert them into digital files.

Output devices, like monitors, printers, and speakers, help the computer present
information to the user. A monitor displays images and videos, and a printer produces a
paper copy of a digital document.

Some devices, like a USB flash drive or an external hard disk, serve both input and
output purposes. These are often called input/output (1/O) devices, as they can store data
from the computer or provide data to it.

Peripheral devices connect to the computer using different interfaces, such as USB
ports, HDMI cables, Bluetooth, or Wi-Fi. Most modern computers support plug-and-play
technology, which means devices are automatically detected and ready to use without
installing extra drivers.

To work properly, peripherals may require configuration through the operating
system’s settings. For example, users may need to set up a printer by installing the correct
drivers or selecting it as the default printing device.

In conclusion, peripheral devices play an important role in making a computer
system interactive, useful, and more powerful. Choosing the right devices depends on the
user’s needs and the type of work being done.

Reading Comprehension Tasks

1. Read the statements and write T (True) or F (False).

Peripheral devices are built inside the computer.

A scanner and a webcam are examples of input devices.

A printer is used to display images and videos.

USB flash drives can both send and receive data.

Plug-and-play technology requires users to install all drivers manually.
Bluetooth and Wi-Fi are wireless ways to connect peripherals.
All peripherals work automatically without any configuration.
nswer the questions:

What are peripheral devices?

What are some examples of input devices?

How do output devices help users?

What is meant by 1/0O devices?

Name at least two types of connection interfaces for peripherals.

2.

ohrhwNvR P NoOALNPE
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6. What may be required to make a printer work properly?

Vocabulary Practice
1. Match the terms with their definitions:

Term Definition

1. Input device a. A device that displays results from the computer
2. Output device b. A device used to send data into a computer

3. USB port c. A physical connection point for peripherals

4. Storage device d. A device used to save data for future use

5. Bluetooth e. A wireless technology to connect devices

2. Complete the sentences using the correct word:
(peripheral, monitor, store, input, port)
1. A keyboard is an example of an device.
2. We use external hard drives to large files.
3. A Is used to display information visually.
4. AUSB allows fast data transfer.
5. A printer is a common device.

3. Complete the dialogue using appropriate vocabulary:
A: Hey! | need to connect a new printer to my laptop.

B: Is it wireless or does it use a connection?

A: It uses a USB

B: Great. After you connect it, make sure the is installed so your system can
recognize the device.

A: Got it. Thanks! Also, do you know how to connect a wireless mouse via ?

B: Yes, go to Bluetooth settings and pair the

4. Choose the correct answer:
1. Which of the following is an output device?
a) Scanner
b) Monitor
¢) Mouse
d) Keyboard
2. A USB flash drive is used to:
a) Display images
b) Input text
c) Store data
d) Connect the internet
3. What allows communication between a peripheral and the CPU?
a) RAM
b) Driver
c) Power supply
d) Screen
4. Which technology is used for wireless connection?
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a) USB

b) HDMI

¢) Bluetooth
d) SSD

5. Imagine you are a tech designer. Your task is to create and describe the ideal
computer workstation for a specific user (e.g., a graphic designer, a gamer, a teacher, or a
remote worker).
Step 1: Choose a type of user.
Step 2: Select at least 5 peripheral devices that best support this user’s work.
Step 3: Describe:

« What each device does (input, output, or I/0)

« How it connects to the computer (USB, Bluetooth, etc.)

« Why it is necessary for this setup
Step 4: Present your workstation to the class / group / in writing. You may draw a sketch
or make a poster if desired.

Language support / Useful phrases:
« My workstation is designed fora .
« The keyboard is used for typing and is connected via
« lchosea___ monitor because it provides high resolution.
« This setup includes both wired and wireless devices.
« A printer is essential because...
« The webcam allows the user to...
« This device serves as both input and output because...
Example:
My ideal setup is for a freelance graphic designer.
It includes:
« A graphics tablet (input) connected via USB-C — essential for drawing.
« A 4K monitor (output) — displays high-quality images.
« A wireless keyboard and mouse (input) — connected via Bluetooth.
« Anexternal hard drive (1/0) — used to store large design files.
« A photo printer (output) — for printing designs in high quality.
This setup helps the designer work comfortably and efficiently.

Compare the two setups.
1. Answer the questions:
o Which setup uses more input/output devices?
o Which one is more suitable for mobility, performance, or daily use?
o Which one is more expensive or efficient?

Useful phrases:
« Setup A includes..., while Setup B features...
« Both setups use..., but only Setup A...
« The printer in Setup B is essential because...
« Setup A is more portable due to...
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o Unlike Setup A, Setup B uses wireless devices...

o This configuration is better suited for...
Example: The gamer’s setup is more powerful and designed for high performance, with
wired devices for speed. The teacher’s setup is more practical and mobile, with easy plug-
and-play functionality and quieter components.
Unlike Setup A, Setup B uses wireless peripherals to save space and increase flexibility.

Glossary
Names of Peripheral Devices — Ha3su nepudepiiitHux npuctpois
Input Devices — IIpucTpoi BBeIeHHSI:
« keyboard — knaBiarypa
¢ MOuUSe — mulia
e SCanner — CkaHep
« microphone — mikpodon
« Wwebcam — BeOkamepa
« touchscreen — cencopumii ekpan
Output Devices — IIpucTpoi BUBeIeHHSN:
« monitor / display — monitop
e printer — mpuHTEp
o Speakers — quHAMIKH
« headphones — naByuiHuku
e projector — mpoexTop
Input/Output (1/0) Devices — IIpucTpoi BBeIeHHsI/BUBEICHHS:
« external hard drive — 30BHimIHIH )KOPCTKHI TUCK
« USB flash drive — ¢paemr-nakonuayBay
« modem — Moxem
« network card — mepesxeBa kapta
« docking station — gok-cTaHiris
2. Connection Types — Tunu migKJI04YeHHs
« USB port — USB-tiopt
« HDMI - HDMI
« Bluetooth — Bluetooth
« wireless / Wi-Fi — 6e3aporoBuii 3B's130k
o Ethernet cable — mepexesuii kabenb
« audio jack/ jack — aymiopo3’em
o power supply — 6510k >kuBIICHHS

3. Verbs Describing Interaction — JlieciioBa, o onmucymoTh B3a€EMOIil0
o connect/ plug in — mix’ enHyBaTH
« disconnect / unplug — Bin’ enHyBaTH
« install — BcranoBmoBaTH
« configure / set up — HaylamTOBYBaTH
o detect — BusiBIATH
o recognize — po3mi3HaBaTu
o transfer (data) — mepenaBatu (jani)
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o print / scan / record / playback — apykxyBatu / ckanmyBatu / 3ammcyBatH /
BIJITBOPIOBATH
4. Adjectives to Describe Devices — IIpukMeTHHKH /1J15 ONMCY NPUCTPOIB
o wireless / wired — 6e3nporoBuii / 1poTOBUI
« external / internal — 3oBHiIHIM / BHYTpIMIHIH
« portable — mopraruBHuit
« compatible / incompatible — cymicuwuii / HecymicHui
e responsive — 9yyTmBui
« multifunctional — 6aratodyHkIioHaIBHUI
« durable — mirauii, 1oBroBiYHMIA
5. Useful Description Structures — KopucHi MoBHi KOHCTPYKIi /151 omucy
« This device is used for... — Lle# npucTpiii BAKOPUCTOBYETHCS ...
« It connects to the computer via... — Bin nigi’ e 1Hy€eThCS 10 KOMIT FOTEepa uepes...
« Itallows users to... — Bin 103BoJIsI€ KOPUCTYBaYaM...
« Ittransfers data between... — Bin nepenae gaHi Mik...
« It supports wireless communication. — Bin miarpumye 0e31pOTOBHH 3B'SI30K.
« It can be configured through the system settings. — Moro MoHa HanamTyBaTH
4yepe3 CUCTEeMHI MapaMeTpH.
6. Thematic Phrases — TemaTu4Hi c;10BOCIIOJIyYeHHSI TA BUPA3H
« peripheral compatibility — cymicHicTs nepudepiiiHuX MPUCTPOIB
« plug-and-play device — npucTpiii 3 aBBTOMaTUYHUM BCTAHOBJICHHSIM
« hardware interface — amapartuuii inTepdeiic
« user interface device — nmpucTpiit KOPUCTYBaLBKOrO iHTEpDEHCY
« signal transmission — mepexaya cUrHaTy
. data input/output — BBeicHHS/BUBEICHHS TaHUX
« external storage — 30BHIIIIHE CXOBHIIIE
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OPERATING SYSTEMS: TYPES, FUNCTIONS, AND PRINCIPLES OF
OPERATION

"A computer without an operating system is like a body without a brain."
Discuss:
« Do you agree with this comparison? Why or why not?
« Which operating system do you use and what do you like about it?

An operating system (OS) is the main software that manages a computer’s hardware and
software resources. It acts as an intermediary between users and the computer hardware,
allowing people to interact with the system easily.
Types of Operating Systems
Batch Operating Systems
In batch systems, jobs with similar needs are grouped and run without user interaction.
This type is mostly used in older mainframe computers.
Time-Sharing Operating Systems
Time-sharing OS allows multiple users to use the computer at the same time by sharing
system resources. Each user gets a small time slot for processing.
Distributed Operating Systems
These OS manage a group of independent computers and make them appear as a single
system. They share tasks and resources across the network.
Real-Time Operating Systems (RTOS)
RTOS are designed for real-time applications that require immediate processing, such
as in medical devices or industrial robots.
Mobile Operating Systems
Mobile OS like Android and iOS control smartphones and tablets, managing their
hardware and apps.
Desktop Operating Systems
Common desktop OS include Windows, macQOS, and Linux. They support a wide range
of applications for personal and professional use.
Functions of Operating Systems
« Process Management: The OS handles the creation, scheduling, and termination of
processes (running programs).
« Memory Management: It manages the computer’s memory, allocating space for
programs and data while preventing conflicts.
« File System Management: The OS organizes files on storage devices and controls
access permissions.
« Device Management: It controls input/output devices like keyboards, printers, and
disk drives.
o User Interface: Most OS provide graphical user interfaces (GUI) to make
interaction easier.
« Security and Access Control: The OS protects data and restricts unauthorized
access.
Principles of Operation
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Operating systems work by managing hardware resources and providing a stable
environment for applications to run. When a user runs a program, the OS loads it into
memory, allocates resources, and controls its execution.

The OS uses system calls—special functions that programs use to request services from
the OS. For example, opening a file or sending data to a printer requires a system call.
Modern OS support multitasking, which allows multiple programs to run simultaneously.
They also use virtual memory, a technique that uses disk space to extend the available
RAM.

Glossary
« Operating system — omnepairiiiHa cucTema
« software — nporpamue 3a6e3mneucHHs
« hardware — amaparne 3a0e3neucHHs
 user interface — kopuctyBaibKkuii iHTepdeiic
« process management — ynpapiiHHs mpoLecamu
« Mmemory management — ypaBJIiHHs 1aM’SITTIO
« file system — ¢aiinoBa cuctema
« multitasking — 6araTo3amgauHicTh
« real-time operating system — omepartiiiHa cucTemMa peajgbHOIr0 4acy
« batch processing system — nmaketna 00poOka
« network operating system — mepeskeBa omnepaiiiiina cuctema
« command line interface — komauaHMI PSIOK
« graphical user interface — rpadiunuii inTepdeiic KopuctyBaya
« kernel — sapo
« task scheduling — mnanyBanHs 3aBaaHb
« resource allocation — posmoain pecypcis
o Security — 6e3mneka
« virtual memory — BipryaibHa am’sITh
« input/output management — ymnpasiiHHsS BBSICHHSIM/BUBEICHHIM

Reading Comprehension

1. Answer the questions:

What is an operating system?

Name three main functions of an operating system.

What are the two main types of user interfaces mentioned?
What does process management involve?

What is multitasking in an operating system?

Give an example of a real-time operating system.

What is the role of device drivers?

How does memory management help in an operating system?
. What is virtual memory?

10 What does file system management do?

11.What is the difference between batch processing and network operating systems?
12.What is kernel in an operating system?

13.Why is security important in operating systems?

14.How does task scheduling improve system performance?

©CoNoOOR~WNE

19



15.What is the purpose of input/output management?

Vocabulary Practice
. Fill in the wright word:

1
1

2.

o s w

WP OoN

0.

0.

The Is the core part of an operating system that manages hardware and
resources.

A user interface shows icons and windows, making the system easier
to use.

management allocates memory to running programs.
drivers help the operating system communicate with external devices.
When the computer runs multiple programs simultaneously, it is called

memory extends RAM by using disk space.
A system processes tasks in groups without user interaction.
The manages how files and data are stored on a disk.
The operating system controls the between the user and the hardware.
Security in an operating system protects against access.
Guess the term:
The part of the OS that schedules CPU time for programs.
A software interface that uses text commands.
A technique to make a computer feel like it has more RAM than physically
installed.

. Software that allows the OS to use hardware like printers or keyboards.
. An OS type that supports communication between multiple computers.
. Translate into English:

. KepyBanusa nam’gTTI0

. I'padiunnii iHTepdeiic KoprucTyBaua

. bararo3zagayHicTb

4
5
3
1
2
3
4,
5
6
7
8
9
1

[paiiBep npucTporo

. BipTyanbHa mam’sTh

. SAnpo omnepartiiiHoi cuctemMu

. 3axHCT BiJl HECAaHKIIIOHOBAHOTO JOCTYITY
. ObpoOKka makeriB

Cucrema (aiinis
KepyBanHs BBe1IeHHSIM/BUBEICHHIM

4. Design Your Own Operating System
Imagine you are a software engineer tasked with designing a new operating system (OS).
Using the terms you've learned, describe the following features of your OS:
1.
2.

o

What kind of kernel will your OS use? Explain its role in your system.
Describe the user interface of your OS. Will it have a graphical user interface
(GUI), a command-line interface (CLI), or both? Why?

3. How will your OS handle memory management? Will it support virtual memory?
4.

Explain how your OS will manage multitasking.
Describe how your OS will use device drivers to communicate with peripheral
devices.
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What kind of file system will your OS support for storing and organizing data?
How will your OS ensure security and protect against unauthorized access?

Will your OS support batch processing? How would this be useful?

How will your OS manage input/output operations between hardware and
software?

10.Will your OS be a network operating system? Explain how it will support
communication between computers.

Write a short paragraph (3-5 sentences) for each question using the key terms. Be
creative and explain your ideas clearly.

© 0N
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TECHNICAL SUPPORT AND MAINTENANCE OF COMPUTER SYSTEMS

Before you read the text discuss the questions:
1. Have you ever had to fix a computer problem on your own? What did you do?
2. Why is preventive maintenance important in IT?
3. What are common technical issues users face in offices?

Technical support and maintenance are very important for the good work of
computer systems in any company. Technical support teams help users by finding, fixing,
and solving problems with hardware, software, and networks. They often use tools like
remote desktop programs to connect to users’ computers and fix problems without being
there in person. It is important to respond quickly and communicate well to reduce system
downtime and avoid user frustration.

Maintenance means doing tasks that keep computer systems working well and stop
problems before they happen. These tasks include installing software updates and
patches to fix errors and security problems, running antivirus scans to protect from
viruses, and cleaning up disk space to make storage better. Hardware maintenance
means cleaning inside parts, checking if the computer is too hot, and changing old parts
like hard drives or fans.

You should have regular backups so that important data can be saved and
restored if the computer breaks, files are accidentally deleted, or there is a cyberattack
like ransomware. IT specialists plan backup schedules and use cloud storage or external
drives to keep data safe.

Monitoring system performance with special tools helps find problems early. IT
professionals check logs, watch resource use, and control the network to keep the system
healthy.

Good technical support and maintenance make systems more reliable, safer, and
users happier. In busy IT environments, well-maintained systems reduce risks and help
keep the business working. Whether managing one computer or a big company network,
good technical support and maintenance are very important for IT infrastructure.

Reading Comprehension
1. Read the text and write True or False according to the text.
1. Technical support teams only fix problems with hardware.
2. Remote desktop tools allow specialists to work on a computer from far away.
3. Cleaning inside parts of a computer is not necessary.
4. Backups help protect important data from cyberattacks.
5. Monitoring system performance helps detect problems early.

2. Answer the Questions:

What does technical support help users with?

What do technicians use to fix problems remotely?

Why is antivirus software important?

What are backups used for?

What do IT professionals monitor to keep systems healthy?

oW E
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Glossary
technical support — texHiuHa miaTpuMKa
maintenance — o0cayroByBaHHs / TEXHIYHE 00CITyTOBYBaHHSI
hardware — anapartHe 3a0e3neycHHs
software — nporpamHue 3a0e3MeueHHs
remote desktop — BignaneHuit poGoumii CTLNI
antivirus scan — aHTUBIpyCHa MepeBipka
update — oHOBJICHHS
patch — naru, BunpaBiieHHs
storage — 30epiranss 1aHUX
disk cleanup — ounmienns aucka
backup — pe3epBHe KoIitOBaHHS
cloud storage — xmapHhe 30epiraHss
external drive — 30BHilIHIN HAKOTUYYyBa4
ransomware — nporpama-Bumaray
performance monitoring — MOHITOPUHT POJTYKTHBHOCTI
log — xypHaun noiit
resource usage — BHUKOPHCTaHHS peCypciB
network control — xoHTpoIb Mepexi
system reliability — naniiinicte cucreMu
infrastructure — indpactpykrypa

Vocabulary Practice
1. Match the term with its definition:

technical support A. A physical part of a computer
maintenance B. Regular check and care for
backup computer systems
virus C. Help users solve problems with
system update computers
hardware D. To check the system's performance
software E. The risk of losing files or documents
remote access F. A saved copy of files
monitoring G. Programs that run on a computer
data loss H. A harmful program that can damage
data
I. Fixes or improvements to programs
or systems
J. Controlling a computer from another
location

2. Complete the sentences with the correct word:
Words to use:

monitoring, antivirus, backup, remote, update, maintenance
You should run an scan regularly to keep your system safe.
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We use tools to help users who are working from home.

Regular helps your computer work better and longer.

It's important to make a of your data before updating the system.
System can fix bugs and improve performance.

The IT team is the network to find any problems.

3. Choose the correct option (A, B, or C):
What is technical support mainly responsible for?
A. Building websites

B. Helping users with computer problems

C. Installing air conditioners

A system update usually:

A. Deletes all files

B. Adds new games

C. Fixes software bugs and improves security

Which of the following is hardware?
A. A printer
B. Microsoft Word
C. A mobile app

4. Describe a technical support case
Imagine you are an IT support technician. A user contacts you with one of the
following problems (choose one or create your own).
Describe:

e The problem the user is facing.

e What steps you would take to diagnose the issue.

e What tools or methods you would use.

e How you would solve the problem.

e How you would prevent the problem from happening again.
Choose a situation or make up your own:

1. A user’s computer won’t start.

2. The printer is not responding.

3. A virus has infected a system.

4. The internet connection is unstable.

5. The computer is very slow and freezes.
Write 8-10 sentences using the key vocabulary from the glossary, such as:
technical support, diagnose, hardware, software, malfunction, update, antivirus,
backup, remote access, etc.

Sample Answer:
A user called and said their computer was very slow and kept freezing. As an IT support technician,
| asked a few questions to understand the issue. First, | checked if ... .Then, | used remote access to
diagnose the problem. I found that ... | closed unnecessary programs and ran a full antivirus scan.
The scan found .... | also ... and recommended .... Finally, | advised the user to ....
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SOFTWARE DEVELOPMENT LIFE CYCLE
“Building software without a plan is like building a house without a blueprint.”

Discuss:
« What do you think might go wrong without a proper software development
process?

The Software Development Life Cycle (SDLC) is a process used by developers to
create high-quality software. It includes several important stages that help manage the
project from the beginning to the end. Each stage has specific tasks and goals to make
sure the software meets users’ needs.
1. Planning
In this first stage, the team defines the project goals and requirements. They
decide what the software should do and who will use it. Planning also includes
estimating time, costs, and resources.
2. Analysis
During analysis, developers gather detailed information about the system
requirements. They study how the current system works and what improvements
are needed. This helps create a clear list of features for the new software.
3. Design
In the design stage, the team creates the software architecture. They design how
the system will work and how different parts will interact. This can include user
interface design, database structure, and security plans.
4. Development
This is the coding phase, where programmers write the actual code for the
software. Developers follow the design documents and use programming
languages to build the system.
5. Testing
Testing is a crucial step to find and fix errors or bugs in the software. Testers
check if the software works as expected and meets all requirements. They test
functionality, usability, and performance.
6. Deployment
Once testing is complete and the software is approved, it is released to users.
Deployment means installing and configuring the software in the user
environment.
7. Maintenance
After deployment, the software needs ongoing support. Maintenance includes
fixing bugs, updating features, and improving performance based on user
feedback.

Reading Comprehension
1. Read the text and identify how many stages the software development life
cycle has. Name them.
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2. Determine at which stage:

a) Project goals and requirements are defined.

b) Detailed information about the system is collected.
¢) The actual program code is written.

d) The software is tested and bugs are fixed.

e) The software is installed in the users’ working environment.
f) Maintenance and updates are performed.

3. Answer the questions:

a) Why is planning important at the start of the SDLC?
b) What happens during software testing?

¢) What is the goal of the maintenance stage?

d) How does design help developers?

Glossary
e software development life cycle (sdic) — sxutTeBuit UK PO3pOOKH
MPOrPAMHOTO 3a0€3IeUCHHS
planning — mnanyBaHHs
analysis — anaii3
design — nmpoekTyBaHHs
Implementation — BrpoBaKeHHs, peatizallis
testing — rectyBaHHS
maintenance — o0cayroByBaHHs, MiATPUMKA
requirement gathering — 36ip BuMor
system design — cucteMHe MPOEKTYBaHHS
coding — Ko yBaHHS
debugging — BunpasienHs MOMHIIOK
deployment — po3roprauus
bug — momunka B mporpami
user feedback — Biaryku kopucTyBadin
software update — oHOBIEHHS IPOrPaAaMHOTO 3a0e3eUeHHs
quality assurance (ga) — 3a0e3ne4eHHs IKOCTI
project management — ynpaBIiHHS TIPOEKTOM
documentation — mroxkymeHTaIis
version control — koHTpoIbs Bepciid
testing environment — cepenoBuile TeCTyBaHHS

Vocabulary Practice
1. Match the words with their definitions
Match the term on the left with the correct definition on the right.

Terms Definitions

1. debugging a) collecting information about needs
2. planning b) fixing errors in the code

3. deployment C) creating software design
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Terms Definitions

4. requirement gathering d) releasing the software to users

5. design e) managing a software project

6. maintenance f) testing and fixing problems after release
7. coding g) writing the source code

8. quality assurance h) process to make sure software works well

2. Fill in the blanks with the correct word
Use words from the glossary: testing, implementation, analysis, documentation,
version control, user feedback

1. After the phase, developers start writing the code.
2. The team checks for bugs before release.

3. During , software updates and fixes are made.

4. Clear helps other developers understand the project.
5 helps track changes in the software files.

6 from users helps improve the software.

3. Choose the correct option
1. The first step in SDLC is:
a) testing
b) planning
c) deployment
2. When a software is released to users, it is called:
a) coding
b) deployment
c) debugging
3. Fixing errors in the code is called:
a) requirement gathering
b) debugging
c) documentation
4. What is the main goal of the analysis stage?
a) To test software for bugs
b) To gather detailed system requirements
¢) To build the system architecture
5. What happens during the design phase?
a) Programmers write the code
b) Testers check the usability
¢) The system structure and Ul are planned
6. What is done during the development stage?
a) The team gathers feedback
b) The team writes the source code
c¢) The team creates test cases
7. Which stage includes user interface and database planning?
a) Planning
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b) Design
c) Testing
8. What is the main purpose of the testing phase?
a) To define system requirements
b) To fix user feedback
¢) To find and fix bugs
9. What does maintenance include?
a) Writing new code from scratch
b) Releasing a new product
¢) Updating features and fixing bugs
10.During planning, the team:
a) Creates interface designs
b) Defines goals, requirements, and estimates costs
c) Installs software in user environments

4. Use the following words to make your own sentences about software
development:

« Mmaintenance

« version control

« user feedback

« project management

« quality assurance

5. Write a short description (3-4 sentences) of the stage you find most interesting
or important, using vocabulary from the text.

6. Imagine you are a project manager working on a new software product.
Describe the steps you will take during the software development life cycle
(SDLC). Explain why each step is important and how it contributes to the
success of the project. Use the vocabulary from the lesson (e.g., planning,
implementation, testing, deployment, maintenance).

Guiding questions:

« What happens during the planning phase?

« How do you ensure the software meets quality standards?
« Why is user feedback important?

« What challenges might occur during maintenance?

Example start:

“As a project manager, the first step I take is planning. During this phase, I gather
requirements from the client and create a roadmap for the project. This is important
because it sets clear goals and deadlines. Next, we move to implementation, where
developers write the code...”

28



USER INTERFACE AND USER EXPERIENCE DESIGN

Discuss:
e Have you ever thought that some apps or web-sites are enjoyable and easy
to use and some are not?
e What frustrates you most when using badly designed websites?

In software and web development, Ul (User Interface) and UX (User Experience)
design are essential for creating products that are functional, accessible, and user-
friendly. These two areas often work together, but they focus on different aspects of
the user’s interaction with a digital product.
Ul Design: Visual and Interactive Elements
Ul design refers to the visual layout and interactive parts of an application or website.
It includes:

« Typography — the style and appearance of the text.

« Color scheme — a consistent set of colors that matches the brand and supports

readability.

« Layout and grid systems — structures that organize content and elements on
the screen.

« Interactive components — buttons, sliders, input fields, icons, and dropdown
menus.

Ul designers use design systems to maintain consistency across the product. They
also apply visual hierarchy to guide users’ attention and responsive design to make
interfaces work on different screen sizes (desktops, tablets, smartphones).

UX Design: The Overall User Journey
UX design focuses on how users feel when they use a product. It is about usability,
accessibility, and satisfaction. Key concepts in UX design include:

« User personas — fictional profiles representing different types of users.

« User flows — the path a user follows to complete a task.

« Wireframes — low-fidelity sketches that show layout and functionality.

« Prototypes — interactive mockups used for testing design ideas.

« Usability testing — observing how real users interact with the product to find

problems.

UX designers also consider information architecture — how content and navigation
are structured — and apply principles such as consistency, feedback, and affordance
(making it clear how elements should be used).

What to Consider in UI/UX Design
When designing interfaces, professionals need to think about:
« Accessibility — ensuring the product can be used by people with disabilities
(e.g. screen readers, contrast ratios).
« Mobile-first design — designing for small screens first, then scaling up.
« Performance — fast loading times improve user satisfaction.
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« Microinteractions — small animations or feedback that help users understand
what’s happening.
« Error prevention and handling — designing forms and workflows to reduce
mistakes and give clear messages when problems occur.
Conclusion
Ul and UX design are not only about how something looks or feels. They are about
solving real user problems in effective and elegant ways. Understanding concepts like
wireframes, responsive design, and usability testing helps developers and designers
build better software. A well-designed product saves time, reduces frustration, and
Increases user loyalty.

Glossary
 user interface (ui) — inTepdeiic kopuctyBaua
« user experience (UX) — KOpUCTYBAI[bKUN JOCBI]T
« layout — maxker, po3TaiiryBaHHs CIIEMCHTIB
o typography — tunorpadika, opopMIICHHS TEKCTY
« color scheme — konbopoBa cxema
o gQrid - citka
o wireframe — kapkac (cTpykrypa) inTepdeicy
e prototype — npoToTHIl
« user flow — nuisIx KoprcTyBaua
« microinteraction — mikpoB3aemo/1is
« usability testing — TecTyBaHHS 3py4HOCTI BUKOPUCTAHHS
« navigation — HaBiratis
« CONsistency — moci0BHICTh
« accessibility — gocrynHicTh
« Screen reader — ekpaHHHI 3YUTYBaY
« responsive design — aganTUBHUI TU3aiH
« feedback — Biaryk, 3BopoTHHiT 3B’ 130K
« visual hierarchy — Bi3yasnbHa iepapxis
« onboarding — aganrariiis KoprcTyBaya
« call to action (cta) — 3akimk 1o mii
e Mockup — makeT (Bi3yasizoBaHUH JTHU3aiiH)

Reading Comprehension

1. Read the statements and decide whether they are True or False according
to the text.
Ul design is mainly focused on how the product works and how users feel.
Typography and color schemes are part of Ul design.
Wireframes are interactive prototypes used in usability testing.
UX design is only about visual elements.
Responsive design helps adapt the layout for different devices.
Microinteractions help users understand interface behavior.
Accessibility is not important in UI/UX design.

NoabkowdE
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2. Answer the questions:
1. What does Ul design focus on?
2. Name at least three elements included in Ul design.
3. What is a user persona?
4. Why is usability testing important?
5. What is the purpose of microinteractions?

Vocabulary Practice
1. Match the terms with their definitions:
1. Asystem of rows and columns used to organize design elements.
2. A clickable element that encourages a specific action (e.g., “Sign Up”).
3. The emotional and practical response a user has when interacting with a
product.
A structured guide showing the basic structure of an app or website without
visual styling.
A detailed visual design of an interface, but not interactive.
The art of arranging text in a readable and visually pleasing way.
Colors used in a design to create contrast, branding, and mood.
A basic interactive model used to test user flows and functionality.
How a user moves through different steps to complete a task in a digital
product.
10.The practice of helping new users learn how to use an app or service.
11.An assistive tool that reads screen content aloud for users with vision
impairments.
12.The ability for users with disabilities to effectively use a product.
13.A minor animation or event triggered by user actions (like a button hover).
14.Testing how easy and effective a system is for real users.
15.The organization of content to show what’s most important visually.
16.The design that adapts to various screen sizes and devices.
17.Arrangement of elements on a page or screen.
18.Making sure that design elements behave and appear similarly across the
interface.
19.Information provided to users about their actions or errors.
20.Menus and paths used to explore the system.
21.The part of the system the user directly interacts with (buttons, screens, etc.).

B

©o0o~No:

A. layout . call to action (CTA) Q. navigation

B. typography J. onboarding R. consistency

C. grid K. accessibility S. feedback

D. wireframe L. screen reader T. user interface (Ul)

E. prototype M. microinteraction U. user experience
F. mockup N. usability testing (UX)

G. color scheme O. visual hierarchy

H. user flow P. responsive design
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2. Fill in the blanks with suitable terms:

1.
2.
3.

o ok

B © oo

Designers use a to align text, images, and buttons on the screen.
A helps test the app’s main flow before development starts.
IS important so people with vision or motor issues can use your
app.
The controls how titles and body text are displayed.
We use a clear so users know where to go next.
A good design means the site works well on phones, tablets, and
desktops.
The designer created a colorful that fits the brand.
A makes it easier to imagine the final visual version of the app.
helps guide users through the interface when they first install it.
0.A like “Buy now” helps lead users to take action.

3. Guess the design element

You are a junior UI/UX designer attending a project review meeting. Your senior
designer is giving feedback on different parts of the user interface design you created.
Sometimes the comments are about things that need improvement, and sometimes
they praise good work. Your task is to listen carefully and guess which design
element the senior is referring to based on their remarks.

Read each sentence carefully. It describes or gives feedback about a part of a user
interface design. Choose the correct design element from the list below.

Design elements:

typography
grid

color scheme
button

white space
navigation bar
wireframe
contrast

user flow

icon

Feedback:

1.

2.

3.

"This is too cluttered. Try leaving more empty area around the content so it’s
easier to focus."

"These headings and paragraphs use inconsistent fonts and sizes. Try to unify
them."

"Nice work! The visual hierarchy is clear thanks to the way you’ve aligned
content in columns and rows."

"Users are getting confused and can’t easily move from page to page. You
should improve this."
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5. "This shape and symbol are immediately recognizable, and users know what it
represents."

6. "This preview doesn’t include colors or images yet, just a simple outline of the
layout."

7. "Well done! These colors work great together and support accessibility."

8. "l can barely read the text over that background. Try increasing the difference
between them."

9. "People aren’t noticing the main call-to-action. Make this more visible and
clickable."

10."This menu at the top helps users quickly find what they need on the site."

4. Describe a good or bad experience you’ve had with a mobile app or website.
Use at least 5 UI/UX terms from the glossary (for example: layout, color scheme,
navigation, CTA, consistency, feedback, etc.).
Write 5-7 sentences.
5. Imagine you are designing a mobile app for your university.

« What Ul elements would you include on the home screen?

« What would you do to improve UX for students?

« Mention at least two accessibility features you would add.

6. Explain how you understand the following quotes. Do you agree with them?
“A user interface is like a joke. If you have to explain it, it’s not that good.”
— Unknown
“Good design is obvious. Great design is transparent.”
— Joe Sparano
“Design is not just what it looks like and feels like. Design is how it works.”
— Steve Jobs
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IMAGES IN GRAPHIC DESIGN

“Design is the silent ambassador of your brand.” — Paul Rand
Discuss:
« What does this quote mean in the context of visual communication?
« Do you agree that images influence the way people perceive a product or
message?

Images play a crucial role in graphic design. They help communicate
messages, create emotions, and attract attention. There are different types of images
used in design, such as photographs, illustrations, icons, and logos.

Photographs are realistic pictures taken with cameras. They are often used to
show products, people, or places. Illustrations are drawings or digital artwork
created by designers. They can be simple or complex and are useful for explaining
ideas or creating unique visuals.

Icons are small, simple images that represent objects, actions, or concepts.
They help users navigate websites and apps easily. Logos are special images that
represent a brand or company. A well-designed logo is memorable and helps build a
company’s identity.

When using images in design, it is important to consider image resolution and
quality. High-resolution images look clear and sharp, while low-resolution images
can appear blurry or pixelated. Designers also pay attention to image formats, such
as JPEG, PNG, and SVG, because each format has different uses and benefits.

Another important factor is color scheme. Images should match the color
scheme of the overall design to create harmony and balance. Designers often use
color correction and photo retouching tools in software like Adobe Photoshop or
Illustrator to improve colors, remove backgrounds, or combine several images into
one.

The use of transparency and layering techniques allows designers to overlay
images and create depth in a composition. The grid system helps organize images
and other elements evenly, maintaining alignment and consistency.

Finally, designers must think about the image placement and white space
around images. Images should support the content without overwhelming the
design. Proper use of white space helps make the design look clean and professional.

In summary, images are essential elements in graphic design. They enhance
communication, support the message, and create an attractive visual experience for
users.

Glossary
o images — 300paxeHHS
« graphic design — rpadiuanii qu3aiH
« photographs — ¢potorpadii
o illustrations — imoctparrii
« ICONS — IKOHKHU
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« logos — norotumnu

« image resolution — po3ainpHa 31aTHICTH 300paKCHHS
o quality — sixicTh

« high-resolution — Bucoka po3niibHa 31aTHICTh

« low-resolution — Hu3bKa PO3NLTBHA 3ATHICTH

« pixelated — mikceapHU, 3 BUIUMUMH MIKCEIIMU
« image formats — popmaru 300pakeHb

o JPEG - dopmar 306paxkens JPEG

o PNG — popmar 306paxkenr PNG

o SVG — popmar BekTopHUX 300paxenb SVG

« color scheme — komipHa cxema

« color correction — kopexiiist KOJIbOPY

« photo retouching — perymyBanus gportorpadii

« transparency — npo3opicTb

« layering — naknamanHs mapis

« Qrid system — cucrema ciTKu

« alignment — BupiBHIOBaHHS

« CONSiStency — moCiI0BHICTh, Y3rOKEHICTh

« image placement — po3mimieHHs 300paKeHb

« White space — moposxHiii ipoctip (01K mpocTip)
e COMPOSItioN — KOMITO3HIIis

« Vvisuals — Bi3yabHI eJIeMEHTH

« brand - 6penn

« identity — izeHTHYHICTD

Reading Comprehension
1. Choose the correct answer:
a) What type of image is usually a realistic picture taken with a camera?
o illustration
« photograph
« icon
« logo
b) Which image type is designed to represent a brand or company?
« photograph
« logo
« icon
« illustration
¢) What kind of image is used to help users easily navigate websites and apps?
« photograph
« logo
« icon
« illustration
d) Which image format is commonly used for images with transparent backgrounds?
. JPEG
« PNG
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. BMP
. TIFF

2. True or False:

a) Low-resolution images look clear and sharp.

b) Color correction and photo retouching can improve the quality of images.
c) Transparency in images allows layering and depth in design.

d) White space helps make the design look cluttered and confusing.

e) Illlustrations can be both simple and complex digital artwork.

Vocabulary Practice
1. Fill in the blanks with words from the text:

a) Designers often use tools like Adobe Photoshop to improve colors.
b) The system helps organize images evenly in a design.

C) are small images that represent objects or actions.

d) A well-designed helps build a company's identity.

e) High images look sharp, while low images appear
blurry.

) Using and layering techniques allows designers to create depth.

2. Match the terms with their definitions:

1. Empty areas around images that a) Illustration
help the design look clean b) Icon

2. Drawings or digital artwork c) Transparency
created by designers d) White space

3. Small simple images e) Grid
representing actions or concepts ) Color scheme

4. Technique that allows images to
overlay creating depth

5. The organization system used to
align elements evenly

6. A set of colors chosen to create
harmony in design

2. Discuss the following questions
1. Explain why it is important to use high-resolution images in graphic
design.
« What happens if low-resolution images are used?
« How can image quality affect user experience?

2. Describe how colour schemes affect the visual appeal of a design.
Why should images match the colour scheme of the overall design?
« How can colour harmony influence the mood or message of a design?

3. Discuss the role of logos in branding and marketing.
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« Why is a logo important for a company?
« How can a well-designed logo influence customer perception?
«  What makes a logo memorable?

4. Design your own brand logo and image concept
1. Imagine you are creating a new brand for a company or product. Think about
what the brand represents (for example, technology, fashion, education, or
food).
2. Write a short description (5-7 sentences) of your brand’s identity and message.
Include what emotions or ideas you want your brand to communicate.
3. Choose and describe:
o What type of logo would best represent your brand? (e.g., icon-based,
text-based, or a combination)
o What kinds of images (photographs, illustrations, icons) would you use
in your brand’s design?
o What color scheme would you select and why? How does it support the
brand’s message?
4. Explain how you would use white space, grid layout, and transparency in
your design to make it clear and professional.
5. Optionally, sketch your logo or image concept on paper or describe it in detail.

Example starter:

"My brand is an eco-friendly clothing company. | want the logo to show nature and
sustainability, so | will use a simple leaf icon combined with clean, modern text. The
images will mostly be photographs of natural landscapes and people wearing the
clothes outdoors. | will choose green and earth tones for the color scheme because
these colors symbolize growth and health. | plan to use plenty of white space around
the images to make the design feel fresh and clean. A grid layout will help keep
everything organized and balanced. | also want to use transparency effects to layer
the leaf icon over photos subtly."

37



WEB DEVELOPMENT: FRONTEND (HTML, CSS, JAVASCRIPT)

“HTML is what you say, CSS is how you say it, and JavaScript is what you do with
it.”

“Without HTML, there is nothing. Without CSS, it is ugly. Without JavaScript, it is
dead.”

Discuss:
e Isitan accurate description of different roles of these technologies?

Web development is the process of creating websites and web applications.
Frontend development refers to the part of web development that focuses on the
user interface (Ul) and user experience (UX) — what users see and interact with in
their web browsers.

The three main technologies used in frontend development are HTML, CSS,
and JavaScript.

HTML (HyperText Markup Language) is the foundation of every web page.
It structures the content by defining elements such as headings, paragraphs, links,
images, and lists. HTML uses tags like <h1>, <p>, <a>, and <img> to organize the
content.

CSS (Cascading Style Sheets) is used to style and format the HTML
elements. With CSS, developers can change colors, fonts, layouts, and spacing to
make the website look attractive and user-friendly. CSS allows control over the
design, including responsive layouts that adapt to different screen sizes such as
desktops, tablets, and smartphones.

JavaScript is a programming language that adds interactivity and dynamic
behavior to web pages. It allows developers to create features such as image sliders,
form validation, dropdown menus, animations, and real-time updates. JavaScript
runs directly in the browser, making websites more engaging and interactive.

Frontend developers use various tools and frameworks to improve their
workflow and create modern web applications.

Other important frontend concepts include:

« DOM (Document Object Model) — the programming interface for HTML
and XML documents, representing the page structure.
« API (Application Programming Interface) — allows frontend code to
communicate with backend servers.
« Cross-browser compatibility — ensuring the website works well in different
web browsers.
« Debugging — the process of finding and fixing errors in the code.
« Version control — tools like Git help track changes in code during
development.
Together, HTML, CSS, and JavaScript work to create the complete frontend
experience of a website. Good frontend development ensures that websites are not
only visually appealing but also accessible and user-friendly for all users.
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Glossary
frontend development — ¢ponTten po3podka
user interface (Ul) — kopucryBanpkuii inTepdeiic
user experience (UX) — kopucTyBaIlbKuii JOCBIT
html (hypertext markup language) — rineprekcToBa MOBa pO3MITKH
css (cascading style sheets) — kacka/Hi TaOIHIN CTUIIIB
element — enemenT
tag — rer
style — ctuib
format — popmaryBanus
font — mpudt
layout — maxeT, po3ranryBaHHs
spacing — BiICTyIH, IHTEpBAJIH
responsive layout — aganTuBHHIT MaKeT
programming language — moBa nporpaMyBaHHS
interactivity — iHTepakTHUBHICTb
dynamic behavior — nqunamiuna moBemiHkKa
Image slider — cnaiinep 300paxxeHb
form validation — nepesipka Gpopmu (Basuaaiis)
dropdown menu — Bumagaye MEHIO
animation — animarris
real-time update — oHoBIJIeHHS B pealbHOMY Yaci
tool — incTpyMeHT
framework — ¢petiMBOpK, kKapkac (IIporpaMHuii)
DOM (document object model) — moenb 00’ €kTiB JOKyMEHTa
APl (application programming interface) — mnporpamuuii iHTEpdEc
3aCTOCYHKY
cross-browser compatibility — cymicHicTs Mixk Opay3epamu
debugging — BimnmaromkeHHs, HAIAroIKCHHS, BUIPABICHHS IIOMHUIOK
version control — xoHTpoIb Bepciii
accessible — mgoctymHuii (1 KOPUCTYBAUiB 3 OOMEKEHUMHU MOKITHBOCTSIMU)
user-friendly — 3pyunwuii s kopuctyBaua

Reading Comprehension
1. Read the statements and say if they are True or False based on the text.

LNk~ wdE

CSS helps to create the logic of the website.

JavaScript is used to add interaction to a webpage.

An API connects two frontend websites.

Debugging means creating new code.

Cross-browser compatibility means the site works only in Chrome.

HTML is used for layout and styling.

Frontend development focuses on how the website looks and works for users.
HTML, CSS, and JavaScript are used together to build the frontend of a
website.
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9.

Developers can use JavaScript to make changes to a webpage without
reloading it.

10.APIs help frontend applications get data from the backend server.
11.Version control helps teams write code faster but doesn't track changes.
12.Debugging is only used by backend developers.

13.Frontend developers don’t need to test websites on different devices.

2. Answer the questions:

CoNoOk~ONE

What is the main goal of frontend development?

What does HTML do in a web page?

How does CSS improve the appearance of a website?
What are some interactive features JavaScript can create?
Why is responsive design important?

What does the DOM represent?

What is the role of APIs in frontend development?

Why is cross-browser compatibility important?

. What is debugging and when is it used?

10 What tool is commonly used for version control?
3. Put the steps in the correct order when creating a simple webpage:
(a) Add styles with CSS
(b) Write the HTML structure
(c) Test the page in different browsers
(d) Add interactivity using JavaScript

4. Complete the sentences using your own words:

1.

HTML is important because...

2. Without CSS, websites would look...
3. JavaScript allows users to...

4,

5. Debugging is necessary when...

The DOM helps developers...

Vocabulary Practice
1. Match the term (A — H) with its definition (1 — 8)

1.

2.

A system of organizing content 6. A system of writing instructions
on a web page for computers

A graphical feature that makes 7. A method of checking if user
objects move or change input is correct

appearance 8. A flexible web design that adapts
A selectable list that appears to different screen sizes

when you click a menu item

A basic part of a webpage, like a
button or text box

A style or design of text used in
documents and websites
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A. element E. dropdown menu

B. layout F. animation
C. font G. programming language
D. form validation H. responsive layout

2: Fill in the blanks. Use the correct word to complete the sentences.
element | tag | color | image slider | spacing | interactivity | style | dynamic behavior

1. The <hl1> defines the title of a section on a webpage.
2. Good use of makes a website more readable and organized.
3. An Is a basic part of the HTML structure.
4. The site has an that displays product photos automatically.
5. Designers usually pick a scheme that matches the brand.
6. JavaScript is used to add to a webpage.
7. CSSis used to control the and appearance of elements.
8. allows a website to react to user actions in real time.
3. Choose the correct option to complete each sentence.
1. A Is used to structure content on a webpage.
a) font
b) layout
C) animation
2. The changes the look of text on the website.
a) tag
b) programming language
c) font
3. JavaScript is mainly used to add
a) style
b) interactivity
C) spacing
4. A checks if the email address in a form is written correctly.
a) layout

5.

b) form validation
¢) dropdown menu

What will you fix?

Two frontend developers are reviewing a web page together. The senior developer
points out some mistakes. You are the junior developer. Reply to each comment by
writing a sentence using the given word or phrase in brackets.

You can use the following expressions:

v" change / choose / adjust / apply / use / update the font

v’ create / design / improve / apply / change / restructure the layout
v" adjust / reduce / increase / improve / add / fix the spacing

v" add / use / apply / set up / enable / implement the form validation
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create / use / replace / improve the dropdown menu

add / use / apply / improve / create the animation

update / apply / improve / use / follow the style

choose / adjust / change / apply / improve the color scheme
compress / change / optimize / improve the image format
create / improve / position / resize / align the image elements
to improve readability

to check the user’s input

to save space

to make the page more dynamic

Senior developer: The text is too small and hard to read.

You: (font) —

I will change the font to make the text easier to read.

Senior developer: The page looks broken on mobile screens.
You: (responsive layout) —

AN N N N NN N NN

e Senior developer: All the elements are too close to each other.
You: (spacing) —

e Senior developer: Users can type anything into the email field.
You: (form validation) —

e Senior developer: The menu takes too much space on the screen.
You: (dropdown menu) —

e Senior developer: The homepage looks boring—there’s no movement or effects.
You: (animation) —

e Senior developer: The colors don't match and look messy.
You: (style / color) —

e Senior developer: The images are too large and take a long time to load.
You: (format / element) —

Optional Follow-up:
Now swap roles and come up with two new problems and two responses using the
remaining words:
. layout
« Interactivity
« dynamic behavior
« image slider
. tag
5. Choose one question and discuss with a partner:
« Which frontend technology do you think is the most important — HTML,
CSS, or JavaScript? Why?
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« Have you ever tried to create a web page? What tools did you use?
« Why is it important for a website to work on different screen sizes?

6. Write 7 — 10 sentences describing any website you have recently visited. Speak

about your experience as a user and analyse its positive and negative features as
a developer. Use as many words from the glossary as you can.
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WEB DEVELOPMENT: BACKEND (SERVERS AND DATABASES)

Before reading the text discuss the following question:
e What happens behind the scenes when you submit a form on a website?

The backend is the part of a website that users don’t see. It works behind the
scenes to make sure everything on the site functions properly. The backend includes
the server, the database, and the application logic that connects them.

A server is a powerful computer that stores website files and handles
requests from users. When someone opens a website, their browser sends a request
to the server. The server then sends back the correct data and content.

Databases are used to store and manage data. Websites use databases to keep
user information, product details, messages, and more. The most common types of
databases are MySQL, PostgreSQL, and MongoDB. Developers use SQL (Structured
Query Language) to communicate with relational databases.

Backend developers write code that connects the website to the database and
handles user requests. Popular backend programming languages include Python,
PHP, Java, Node.js, and Ruby.

A website’s backend must be secure, efficient, and scalable. Security helps
protect sensitive data, like passwords. Efficiency makes the site work fast, even with
many users. Scalability means the website can grow without problems when more
users join.

Modern websites often use APIs (Application Programming Interfaces) to
share data between systems. For example, a weather site might use an API to show
real-time weather updates from another service.

Backend developers also use tools like version control systems (e.g., Git),
frameworks (like Django or Express), and cloud platforms (such as AWS or Azure)
to build reliable and modern web applications.

In short, backend development is essential for building websites that work
well, store data safely, and support dynamic features.

Glossary
« backend — Gekenn, cepBepHa yacTHHA
« Server — cepsep
« database — 0a3a ganux
« store files/data — 36epiratu daiinu/mani
« Mmanage data — kepyBatu JaHUMH
« handle requests — 06po6ATH 3aTTUTH
« application logic — nmorika 3acTOCyHKY
« content — BwmicT
« relational database — pensmiiina 6a3za qaHux
o SQL (Structured Query Language) — MoBa CTpyKTYypOBaHHX 3aIUTIB
« backend developer — 6exkeHa-po3poOHHK
e programming language — moBa nporpaMmyBaHHs;

44



« Secure — Oesne4Hui

« efficient — epexruBHUI

« scalable — macmraboBanuit

o updates — oHOBJICHHS, OHOBJICHA iH(OpPMAITis

 sensitive data — xoHbineHMIHI qaHi

« APl (Application Programming Interface) — inTepdeiic npukiIagHOTO
porpamMyBaHHS

« real-time —y peanpHOMY Haci

« version control system — cuctema KOHTPOJIIO Bepciit

« framework — ¢perimBopk

« cloud platform — xmapna mnardopma

o dynamic features — munamiuni QyHKIIT

Reading Comprehension
1. Read the statements and decide if they are True or False:
The backend is the part of the website users interact with directly.
A server stores website files and answers user requests.
Databases are only used to store images.
SQL is used to work with relational databases.
Node.js is a backend programming language.
Scalability helps a website stay fast with more users.
APIs are used to connect backend servers only.
Git is a version control system.
Backend developers use cloud platforms like AWS.
10 The backend is not important for modern websites.
2. Answer the questions
1. What does the backend of a website include?
2. What is the function of a server?
3. Why are databases important?
4. What does a backend developer do?
5. Name three backend programming languages.
6. What is the purpose of security in backend development?
7
8
9.
1

CoNoarwDE

. How do websites use APIs?

. What tools do backend developers often use?
Why is efficiency important for a website?

0.What makes a backend scalable?

Vocabulary Practice

1. Guess the term from its definition:

Handles browser requests and stores website files
Protects user information

The part of the website users don’t see

Allows communication between systems

Keeps and organizes information

Supports many users without performance loss

ok wdE
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7. Atool to manage code versions

8. Manner of showing updates immediately
9. A language for working with databases
10.0nline service used to host websites

Terms:
a) backend f) server
b) database g) secure
c) API h) real-time
d) scalable 1) SQL

e) version control

j) cloud platform

2 Fill in the missing counterpart. Then provide context you might hear these
words in.

adjective noun
secure security
scalable

efficiency
reliable

dynamics
verb noun
develop development

communication
protect
connect

interaction
perform

control
update
Example:

The system must be secure to ensure user data protection. — We must ensure the
System’s security.

The app must perform well. — The app must maintain high performance no matter
what.

3. Word Formation
Complete each sentence with the correct form of the word in brackets.
1. The system must be enough to handle a growing number of users.
(scale)
2. We need better
(communicate)
3. This tool improves the
4. Our team is working on the

between frontend and backend developers.

of web page loading. (efficient)
of a new cloud service. (develop)
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7.

8.
9.

You should always check for software to keep your data safe.
(update)
Good Ul helps users understand how to interact with the website.
(dynamic)
The engineer managed to the new feature with minimal code.
(implement)

IS a top priority when storing user passwords. (secure)
A good server should be both fast and . (rely)

10.This database has a strong with the payment system. (connect)

4. Imagine you are a backend developer. Write 5-6 sentences describing what
tools you use and why. Use at least 7 words from the glossary.

Example:

As a backend developer, I use Node.js to write server logic. | work with MongoDB to
store user data. My team uses Git for version control. | connect the frontend with the
backend using APIs. Security is very important, so we protect sensitive data
carefully.

©COoNORWNEL B

Answer the following questions:

. Vocabulary check questions

What is the main function of a server in web development?

Why do websites use databases?

What does it mean if a system is scalable?

How does a cloud platform differ from a physical server?

Which programming languages are commonly used for backend development?
What kind of data is stored in a relational database?

What is the role of SQL in backend development?

What does a secure backend protect against?

What is real-time communication in web development? Can you give an
example?

10.How do APIs help frontend and backend work together?

B. Problem-solving questions

1.

2.

3.

A company’s website keeps crashing when too many users visit at once. Which
backend principle is being ignored? What solution would you suggest?

You need to connect your website to a third-party payment system. Which
backend component or tool should you use and why?

Your team is working on a project using different programming languages.
How can version control help you manage this project?

A user says the website is “too slow.” What backend factors might be causing
this, and how could you improve them?

Imagine your database contains sensitive customer data. Which security
measures would you recommend, and why?

The product team asks for real-time updates on the dashboard. What backend
technologies would help implement this?
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7. How does API integration improve user experience on modern websites?
Give a specific example (e.g., maps, weather, login with Google).

8. If your website grows quickly and serves a global audience, what backend
decisions must you review and possibly change?

9. Your database has grown very large. What can you do to maintain
performance and efficiency?

10.What is the difference between a reliable and an efficient backend system?
Can you think of a case when one is more important than the other?
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SOFTWARE TESTING AND QUALITY ASSURANCE METHODS

Discuss the following questions:

e Have you ever used an app or website that didn’t work as expected? What
happened?

e Why is testing an essential part of development?

Software testing is a vital part of the Software Development Life Cycle
(SDLC). Its main goal is to verify that software meets requirements and is free of
defects. Testing helps find bugs early, reducing risks and improving quality.

A test case defines conditions, inputs, and expected results for checking
software features. These are grouped into test suites and executed in a controlled test
environment using specific test data. The process is planned with a test plan
outlining scope and schedule.

Testing occurs at several levels. Unit testing checks individual components,
often automated with tools like JUnit. Integration testing verifies that modules
interact correctly. System testing evaluates the entire system against functional and
non-functional requirements. Acceptance testing ensures the software meets
business needs, often involving end users.

There are different testing types. Functional testing confirms features work as
expected. Non-functional testing checks performance, security, usability, and
compatibility. Regression testing ensures new changes don’t break existing features
and is often automated. Exploratory testing is an informal technique where testers
explore the application to find unexpected bugs.

Quality Assurance (QA) is broader than testing and focuses on improving
development processes. QA includes test automation with tools like Selenium,
CI/CD pipelines for continuous testing and deployment, and static code analysis to
catch issues before runtime. Practices such as code reviews, pair programming, and
methodologies like Test-Driven Development (TDD) improve code quality and
align development with requirements.

Key metrics in testing include test coverage (how much code is tested), defect
density (bugs per code size), and mean time to detect/repair issues. These metrics
help measure the effectiveness of QA efforts.

In conclusion, effective software testing and QA are essential for delivering
reliable and user-friendly software. Understanding core concepts and terminology
prepares IT students for real-world development challenges.

Glossary
« software testing — TectyBaHHS IporpaMHOTo 3a0e3MeueHHS
o bug/ defect — nomumika / nedexr
o test case — TecToBHUII BHUITAJI0K
« test suite — HaGip TecTiB
o test plan — rian TecTyBaHHS
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« test environment — TectoBe cepenoBHIIE

 test data — Tecrosi maHi

« unit testing — mMoaynbHE TECTYBaHHS

« Integration testing — inTerpariiine TecTyBaHHS

o System testing — cucTemMHe TeCTYBaHHS

« acceptance testing — npuiiMaibHe TECTyBaHHS

« functional testing — ¢yHkiionanbHe TeCTyBaHHS

« non-functional testing — nedyHkIioOHATBHE TECTYBaHHS

o regression testing — perpeciiine TeCTyBaHHs

« exploratory testing — mocitiHe TecTyBaHHS

 test automation — aBTomaTH3aIlis TECTYBAHHS

« continuous integration (ci) — Oe3nepepBHa iHTErparfis

« continuous deployment (cd) — 0Oe3nepepBHe po3ropTaHHs

o static code analysis — crarnunuii anamni3z Koay

« code review — mepeBipka Koay

e pair programming — mapHe nporpamyBaHHS

o test-driven development (tdd) — po3poOxka uepe3 TecTyBaHHS

« behavior-driven development (bdd) — po3po6ka depe3 nmoBemiHKy
« test coverage — moxkpurTsa TecTamu

 defect density — mrinbHiCTh e eKTIB

« mean time to detect (mttd) — cepeaHiii yac BUSBICHHS TOMIJIKH
« mean time to repair (mttr) — cepeaHiii Yac yCyHEHHS TOMHJIKH
« pass/fail rate — BizcOTOK MPOHICHUX/HEITPOHICHUX TECTIB

Reading Comprehension

1. Read the text and answer the questions.

What is the main goal of software testing?

Name and briefly describe the four levels of software testing.

What is the difference between functional and non-functional testing?
Why is regression testing important?

What does Quality Assurance include besides testing?

Name two common practices used in QA to improve code quality.
What is the role of test automation in modern software development?

NoobkwbdE

Vocabulary Practice
1. Match the terms with their definitions.

Term Definition
a) Unit testing 1. Testing whole software system end-to-end
b)Integration testing 2. Automated scripts that run tests automatically
) System testing 3. Checking interaction between modules
d) Test automation 4. Testing individual components in isolation

5. Ensuring new changes do not break

e)Regression testing functionality

50

existing



2. Fill in the blanks. Use the following words:

> wn e

I

test case continuous static code
bug integration analysis
test plan exploratory mean time to
defect density testing repair
A Is a documented scenario used to check a specific functionality.

helps detect issues in source code before running the program.
measures the average time it takes to fix a problem after detection.
IS an unscripted approach where testers actively look for

unexpected errors.

The outlines the scope and schedule of all testing activities.
Is a metric showing how many defects are found relative to the

size of the software.

IS a practice that automatically runs tests whenever code changes

are made.

A is an error or flaw that causes software to behave incorrectly.

3. Write a short answer (3-4 sentences) to one of the questions below, using
terms from the glossary.

Why is regression testing important in software development?

How does test automation improve the efficiency of QA teams?

What are the advantages of using continuous integration?

Describe the difference between unit testing and integration testing.
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THE QA JOURNEY: FINDING AND FIXING SOFTWARE ISSUES

“The bitterness of poor quality remains long after the sweetness of meeting the
deadline is forgotten.” — Anonymous

Discuss:
« What does this quote suggest about the importance of testing in development?

Software testing plays a foundational role in building dependable applications.
It ensures that each part of the software performs according to user expectations and
system requirements. Rather than waiting for issues to appear after release, testing
identifies flaws during development, making it easier to deliver high-performing,
stable products.

Software testers begin by preparing a test plan, which outlines the scope and
goals of testing. They then create test cases that describe specific user actions and
expected results. They define the actions to take, the input to provide, and the results
that should occur.For example, a test case for a login form might verify that entering
a valid email and password redirects the user to their dashboard. This same form may
also be tested for negative scenarios, such as entering the wrong password, to ensure
the system shows an appropriate error message.

What Do Testers Check?

Testers verify a wide range of functionalities, such as:

« Form validation (e.g., checking that empty fields show errors)

« Navigation and redirects (e.g., clicking a button takes the user to the
correct page)

« Data saving (e.g., user input is correctly stored in the database)

« Search functionality (e.g., entering a keyword returns relevant results)

« Error handling (e.g., app doesn't crash when invalid input is submitted)

« Performance under load (e.g., can the system handle 1,000 users at once?)

« Security (e.g., testing if unauthorized users can access restricted pages)

Common Bugs Found in Testing

Some typical bugs testers often find include:

« Ul bugs: buttons misaligned, text overlapping, incorrect color usage

« Functional bugs: "submit" button does nothing, form doesn’t validate
properly

« Logic bugs: discounts calculated incorrectly, dates displayed in the wrong
format

« Integration bugs: app fails to retrieve data from the payment API

« Security bugs: password reset link works without verification

« Performance bugs: page takes too long to load, app freezes under heavy
load

« Cross-browser bugs: works in Chrome but breaks in Safari or Firefox
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Each bug is reported in a bug tracking system (e.g., Jira), where it gets
assigned a severity (e.qg., critical, major, minor) and priority. Developers then fix the
issue, and testers perform retesting and regression testing to confirm the bug is
resolved and no new issues were introduced.

What Needs to Be Fixed?

Depending on the bug, fixes may involve:

« Correcting the frontend layout or fixing broken CSS styles

« Updating backend logic (e.g., correcting how calculations are made)

« Fixing API responses or endpoint logic

« Adding proper validation rules for input fields

« Improving error messages and user feedback

« Optimizing database queries for better performance

« Adding authorization checks to protect sensitive data

By combining manual testing with automated tests, QA specialists help
ensure that users receive a stable and trustworthy product. Regular regression
testing, test automation, and good communication between testers and developers
are key to maintaining software quality over time.

Glossary
« software testing — TecTyBaHHS IpOrpaMHOro 3a0e3MeueHHs
« quality assurance (qa) — 3a0e3mne4eHHs IKOCTI
« bug — momuinka, nedexr
« test plan — mran TecTyBaHHS
o test case — TecToBUI BUIIAJIOK
« test suite — Habip TecTiB
« test environment — tectoBe cepeaoBHUIIC
o test data — tecrtoBi naui
« negative scenario — HeraTUBHUI CIicHapii (MOMUIKOBE ab0 HeCTaHIapTHE
BBEJICHHS)
« form validation — mepeBipka dhopmu / Bamigailis BBEACHUX JaHUX
« havigation — wmaBirartis
« data saving — 30epexeHHsI TaHuX
« error handling — o6po6ka moMuIoK
« performance testing — TecTyBaHHS TPOIYKTHBHOCTI
o Security testing — tectyBaHHs Oe3meKH
o Ui bug — nmommika inTepdericy KopucTyBada
« functional bug — ¢yHkIioHaTBPHA TOMUIIKA
 logic bug — moriuyna momuika
« integration bug — nmommika iHTETpaIii
e Security bug — nommunka 6e3nexu
« performance bug — momuika IpoOyKTUBHOCTI
o Cross-browser bug — nmommika cymicHOCTI Midk Opay3epamu
« bug tracking system — cucrema BificTeKEHHS IIOMUIOK
o Severity — cepiio3HiCTh (TIOMUJIKH)
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priority — npiopureT (BUIIPAaBICHHS)

retesting — moBTOpHE TeCTyBaHHS

regression testing — perpeciiine TeCTyBaHHS
frontend layout — 3oBHimHIl Bursin (iHTEpdeiic KOpucTyBaya)
css styles — css-ctui

overlap — nepekpuBartucs, 3aX0IUTH OHE 32 THIIE
misaligned — HenpaBUIBLHO BUPIBHSIHUN

backend logic — norika Ha cTopoHi cepBepa

api response — BiAMOBIAb api

endpoint — kiHIeBa Touka api

validation rules — npasuna Baninarii

error message — moBiTOMJICHHS ITPO TIOMUJIKY
database queries — 3amuTH 10 0a3u gaHUX
authorization checks — nepesipka aBropu3aiii
manual testing — py4He TecTyBaHHs

automated test — aBromaTu3oBaHHI TECT

test automation — aBTomaTH3allis TECTYBaHHS

stable product — crabinbHMI TPOAYKT

user feedback — 3BopoTHwUit 3B’5130K Bill KOpUCTYBava

Reading Comprehension

1. Read each statement and decide if it is True or False based on the text.
Correct the false statements.

A test case includes random user behavior without expected results.

Testers often check both correct input and incorrect or unexpected input.

Ul bugs refer to issues like slow loading and poor performance.

Security testing helps ensure unauthorized users cannot access restricted areas.
All bugs found must be fixed immediately, regardless of severity.

Automated tests are used to repeat tasks that would take too long manually.
Exploratory testing means running only automated scripts.

Developers never participate in fixing bugs reported by QA teams.

2. Answer the following questions in 1-2 full sentences using information
from the text.

What is the purpose of a test plan?

Give an example of a negative scenario that a tester might check.

What kind of functionality do testers usually verify?

List two types of common bugs mentioned in the text.

What tool is typically used to report and track bugs?

Why is regression testing necessary after a bug fix?

What might need to be corrected if a bug is related to calculation errors?

Vocabulary Practise
1. Match the terms with their definitions
a) bug
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b) test case

C) regression testing

d) test automation

e) ui bug

A documented user scenario with inputs and expected results
A visible error in the user interface, like misaligned text

A mistake in code causing unexpected behavior

Running tests automatically using scripts or tools

Testing that a fix didn’t break other features

2. Complete the sentences using words from the glossary

Instructions: Use the correct word or phrase from the box to complete each
sentence. One word is extra.

test environment — severity — bug tracking system — performance bug — test
plan — endpoint

We reported the issue to the developer using a

A detailed helps organize the goals and scope of testing.

A occurs when the app slows down under heavy user load.
Testers simulate real conditions by using a properly configured :
Each bug is assigned a to show how critical it is for the system.
(Extra) A broken API caused the application to crash when
submitting a form.

3. What Kind of Bug Is It?

Instructions: Read each situation and choose the correct type of bug from the
list below.

Bug types:

— ui bug

— logic bug

— functional bug

— integration bug

— performance bug

— security bug

When a user clicks the “Submit” button on the form, nothing happens, and no
data is saved.

The website loads very slowly when more than 50 users try to access it at the

same time.

On the checkout page, a discount is applied incorrectly — 10% instead of the

expected 20%.

A user who is not logged in can access the admin dashboard by typing the

URL directly.
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5. On the mobile version of the site, the navigation menu is overlapping with the
header.

6. The app crashes when trying to load data from a third-party payment service.

3. Match the problem with the fix
Read the dialogue between two testers. For each problem they discuss,
write down the correct fix
Tester 1: Hey, | noticed that on the registration form, the buttons overlap and
look really distorted on mobile devices.
Tester 2: Sounds like we need to fix the frontend layout or broken CSS styles
there.

Tester 1: Also, the total price in the shopping cart is calculated incorrectly
when applying discounts.
Tester 2: That’s definitely a backend Ilogic issue. We should

Tester 1: When users try to submit a payment, the app doesn’t get any
response from the payment gateway, and an error occurs.

Tester 2: We need to for the
payment system.

Tester 1: There’s a critical bug where users can submit the form without filling
mandatory fields, causing the system to crash.

Tester 2: We should to
prevent that.

Tester 1: Also, when users enter wrong data, the error messages are confusing
and unclear.
Tester 2: Yeah, IS a must.

Tester 1: The app gets really slow when searching a large database.
Tester 2: We should to improve
performance.

Tester 1: And one more thing — unauthorized users can access pages meant
only for admins.

Tester 2: That’s a security risk. We need to to
protect sensitive data.

If you find difficulty, you can use the following expressions:
Fixes:
1. adding authorization checks to protect sensitive data
2. updating backend logic (e.g., correcting how calculations are made)
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Improving error messages and user feedback
adding proper validation rules for input fields
optimizing database queries for better performance
fixing API responses or endpoint logic

Bug Report

Imagine you tested a website page (for example, a registration form, online
store, or dashboard). Write a short bug report describing 3 different bugs you
found. For each bug:

Describe the problem clearly (what happens, what doesn’t work, or looks
wrong).

Name the type of bug (e.g., ui bug, logic bug, security bug).

Suggest what needs to be fixed (e.g., correcting frontend layout, updating
backend logic, adding validation rules).

Try to use vocabulary from the glossary and the exercises.
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WIRED AND WIRELESS NETWORK COMPONENTS

Discuss the question:
e What kind of network connection do you prefer touse at home or school—
wired or wireless? Why?

In a modern computer network, devices are connected to exchange data, share
resources, and access the Internet. Networks can be either wired, where devices are
physically connected via cables, or wireless, where devices use radio signals to
communicate.

In wired networks, devices like switches, routers, and file servers are
connected using twisted-pair Ethernet cables or optical fiber. Today, most routers
support gigabit or even 10-gigabit Ethernet speeds. For backbone connections
between buildings or data centers, high-speed fiber-optic cables are used, supporting
long-distance and high-throughput communication.

Wireless networks (Wi-Fi) use wireless access points (APs) to connect
laptops, smartphones, and tablets. These APs often function as both routers and
bridges, allowing wireless clients to access wired LANs or the Internet. Modern
wireless technologies such as Wi-Fi 6 and Wi-Fi 6E offer high speeds, lower latency,
and support for more devices in dense environments like schools or offices.

To connect to the Internet, networks use modems or gateways. Traditional
ADSL or cable modems are being replaced by fiber-optic modems or 5G routers,
especially in remote areas. A gateway allows communication between different
network types, such as IPv4 and IPv6 networks, or between internal and external
systems.

Security is now a major concern in both wired and wireless networking.
Outdated encryption like WEP is no longer safe. Most Wi-Fi networks now use
WPAS for secure authentication and data protection. Network administrators monitor
access, update firmware, and use firewall systems to protect the entire infrastructure.

Glossary

« wired network — nporoBa mepexa

o wireless network — 6e3apoToBa Mepeka

e Frouter — mapupyTusaTop

o Switch — komyTaTop

o file server — gaiutoBuii cepsep

o modem — mMozem

« gateway — nuio3

« fiber-optic cable — onrroBonokoHHMI KaOeb

« backbone — marictpais (ocHOBHa JiHIS TIEpeIaBaHHS JaHHX )

 lan (local area network) — nokaibHa Mepesxa

« wlan (wireless local area network) — 6e3aporoBa JiokajabHa Mepeka

« Wwireless access point (ap) — Touka 6e3ApPOTOBOTO TOCTYITY
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network interface card (nic) — mepexeBa kapra (iHTEepdeiic)

wi-fi 6 / wi-fi 6e — crannapt 6e3aporoBoro 38’s3ky Wi-Fi 6 / Wi-Fi 6E
gigabit ethernet — rirabitHuii ethernet

throughput — npornyckHa 31aTHICTB

latency — 3arpumka

encryption — mmdpyBanHs

wep (wired equivalent privacy) — 3actapinauii mporokos mudpysanas WEP
wpa3 (wi-fi protected access 3) — cyuachuii npotokos 0e3neku WPA3
firmware — mikponporpama (IpoIIMBKa)

firewall — mibxmepexeBuii ekpan

ipv4 / ipv6 — mpoTokoau iHTEpHET-aapecaltii

5¢g router — 5G mapupyTuzaTop

adsl modem — adsl-monem

shared printer — cniibHUN TIPUHTEP

wireless printer — 6e3apoToBuUi IPUHTED

Reading Comprehension

9.

. Read the statements and write True or False based on the text.

1
1. Wi-Fi 6E supports more devices and lower latency. ()

2. ADSL modems are more commonly used today than 5G routers. ()
3. A firewall helps protect the network from external attacks. (__ )

4,
5
6
7
8

A switch and a router are two names for the same device. (__ )

. WEP is a modern and secure Wi-Fi encryption protocol. (__ )

. Wireless access points can connect mobile devices to wired LANs. (__ )
. Fiber-optic cables are used mainly for short-distance connections. (__ )
. Most modern routers only support speeds up to 100 Mbps. (__ )

Network administrators help protect infrastructure by updating firmware. (__ )

10.Wired networks use radio signals to transmit data between devices. (__ )
11.Gigabit Ethernet is slower than Wi-Fi 6. ()
12.A gateway allows different types of networks to communicate. (__ )

1.
1.

w

Answer the questions:

What types of cables are commonly used in wired networks to connect
devices?

How do wireless access points (APs) help devices connect to a network?
Why are fiber-optic cables used for backbone connections?

What are the advantages of Wi-Fi 6 and Wi-Fi 6E in modern wireless
networks?

What security measures are taken to protect both wired and wireless networks
today?

Fill in the table with advantages and disadvantages of wired and wireless
networks based on the text.
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Network Type Advantages (at least 2) Disadvantages (at least
1)
Wired Network 1.
2.
Wireless Network 1.
2.

Vocabulary Practice

1. Fillin the blanks:

Fill in the blanks with the correct word from the glossary.

1. In a wired network, devices are physically connected using or
fiber-optic cables.

2. A wireless allows devices like laptops and smartphones to
connect to a WLAN.

3. The modern Wi-Fi security protocol used today is called

4. A network device that directs traffic between different networks is called a

5. The outdated Wi-Fi encryption protocol that is no longer secure is

6. Fiber-optic cables are often used for connections between
buildings or data centers.

7. A allows communication between different network types or
protocols.

8. In remote areas, Internet connection is often provided by a with
5G support.

9. To improve wireless network performance, standards like and Wi-
Fi 6E are used.

10.A protects the network from unauthorized access by filtering
traffic.

2. Discuss the following questions:

1. Describe what a router does in a computer network. Why is it important?

2. Explain the difference between a wired network and a wireless network. What
are the advantages of each?

3. Imagine you are setting up a network for a small office. Which devices would
you need and why?

4. Why is network security important? What measures would you take to protect
a wireless network?

5. Describe how fiber-optic cables improve network performance compared to

traditional cables.

Write a short paragraph (4-5 sentences) explaining why modern wireless
standards like Wi-Fi 6 and WPAS3 are better than older ones.
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PROTOCOLS AND NETWORK ARCHITECTURE

“Rules are the foundation of all automation. Break them, and everything breaks with

you.” Anonymous

Discuss:
e Why do we need rules (protocols) when computers communicate?

In modern computer networks, protocols are essential rules and standards that
govern how devices communicate with each other. These protocols define the format,
timing, sequencing, and error checking of data transmissions to ensure reliable and
consistent communication between different devices, regardless of their
manufacturer or operating system. One of the most widely used protocol suites is
TCP/IP (Transmission Control Protocol/Internet Protocol), which forms the
foundation of the Internet. Other important protocols include HTTP (HyperText
Transfer Protocol) for web communication, FTP (File Transfer Protocol) for file
transfers, and DNS (Domain Name System) for translating domain names to IP
addresses.

Network architecture refers to the overall design and structure of a network,
describing how devices are connected and how data flows between them. Different
network architectures are designed to meet specific organizational needs, scalability,
and security requirements. The two main models are client-server and peer-to-
peer (P2P) architectures. In the client-server model, centralized servers provide
services or resources, and clients request access to these services. In peer-to-peer
networks, all devices have equal status and can share resources directly without a
central server.

Networks operate based on layered models such as the OSI (Open Systems
Interconnection) model and the TCP/IP model, which divide network functions
into several layers. Each layer performs specific tasks, such as physical transmission
of data, routing, or application-level services. Understanding these layers helps
network professionals diagnose problems and design efficient systems.

Proper configuration and management of protocols and network architectures
are critical for ensuring network performance, scalability, and security. Network
administrators must select appropriate protocols and architectures depending on the
size of the network, type of data traffic, and organizational goals. For example,
high-security environments may implement additional protocols and encryption
methods to protect sensitive data.

Glossary
e protocol — mpotokor
e protocol suites — makeTu MPOTOKOJIIB
e consistent communication (consistent between different devices) —
CTaOUTbHUH 3B'A30K (MK PI3HUMU MIPUCTPOSIMU)
e network architecture — apxitekrypa Mepexi
e client-server — kirieHT-cepBep
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peer-to-peer (p2p) — omHOpAaHTOBa Mepeka

request access — 3alUTyBaTU JIOCTYM, MO/IaBaTH/IHII1FOBATH 3aITUT
equal status — piBauii craryc

osi model — mozmens osi

flow (of )data — nepenaBatucs (po aaHi)

transmission of data — nepenava ganux

routing — mapupyTu3aitis

application-level services — cepBicu piBHS 10JaTKIB

design — npoekTyBatu

network performance — npoxyKTHBHICTb Mepexi

scalability — macmtaboBanicTh

security — 6e3meka

data traffic — mepexesuii Tpadik

organizational goals — oprawnizartiiiai mini

high-security environments — cepeoBuiiia 3 BACOKUM PiBHEM Oe3MeKH
implement protocols — BrnpoBaKyBaTH MPOTOKOJIN

Reading Comprehension
1. Define if the following statements are true or false:

O~NOoO OIS~ WN B

. DNS helps translate IP addresses into readable domain names.

. Peer-to-peer networks require a central server.

. All devices in a P2P network have equal status.

. TCP/IP is an outdated protocol no longer in use.

. Understanding protocols helps prevent network errors.

. HTTP is used to transfer files between computers on a network.

. Network architecture describes how data is stored in a database.

. The OSI model helps professionals identify and fix network issues.

2. Answer the questions:

©CoNRLNE

What is the purpose of protocols in computer networks?

Name at least three examples of protocols mentioned in the text.

What does the DNS protocol do?

What is network architecture?

What are the two main types of network architecture described?

In a client-server model, what roles do clients and servers play?

What is the OSI model used for?

Why is understanding layers in a network model important?

. What factors influence the selection of protocols and network architecture?

10 How can high-security environments protect sensitive data?

11.What might happen if computers didn’t follow communication protocols?
12.Why is TCP/IP so widely used today?

13.Compare client-server and peer-to-peer architectures. What are the advantages

of each?

14.How do layered models (like OSI) help in diagnosing network issues?
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Vocabulary Practice

1. Match the terms with their definitions.

Term
1 protocol

consistent
communication

3 network architecture

4 client-server
5 scalability
6 transmission of data

7 high-security
environments
8 implement protocols

Definition
The ability of a system to grow and handle increased
demand.

b The process of sending data from one device to another.

A set of rules that determine how data is transmitted
between devices.

A stable exchange of information between systems or
devices.

e The design and layout of a computer network.

A system where servers provide resources and clients
request them.

Systems that require strict protection of sensitive
information.

h To put specific network rules and standards into action.

2. Fill in the blanks with words from the glossary.

1. Ina

2. The company had to redesign its

security.
3. Without proper

network, devices act both as clients and servers.

to improve performance and

, devices wouldn’t understand each other when

exchanging data.
4. The IT team worked hard to

the necessary encryption protocols

for secure data sharing.

5. Good

ensures that messages between devices are delivered

accurately and without interruption.

6. The OSI model helps engineers understand how the works
across different layers.
7. Cloud solutions are popular because of their excellent — they

grow as the business grows.

8. Access to sensitive files requires a

the server.

9. Developers must consider

, Which is usually verified by

when they design networks that

handle confidential data.

10.Network

refers to how efficiently and reliably a network

functions.

3. Discuss the following questions
1. What are the benefits of using a layered model in network design?
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Why might a company choose a client-server model over a P2P one?

Can you name one way that network administrators ensure security in
communication?

Do you think security or speed is more important in network design? Why?
Have you ever experienced a network issue (e.g. a website not loading)? What
might have caused it based on this text?

Why is it important for IT professionals to understand both protocols and
network structure?
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COMPUTER SYSTEMS AND SERVER ADMINISTRATION

“A server is to a network what a brain is to a body — it controls, processes,
and responds.”
— Anonymous
Discuss:
« What happens when a server fails in a company or organization?
« Why is server administration important for business continuity and data safety?
« Can one server manage an entire company? Why or why not?

Computer systems administration involves the management and
maintenance of computer hardware, operating systems, and software applications to
ensure continuous and efficient operation of IT infrastructure. System administrators
are responsible for installing, configuring, and updating operating systems (such as
Windows Server, Linux, or Unix) and software applications, as well as managing
user accounts, permissions, and access rights.

In modern networks, administrators also handle network configuration,
including setting up IP addresses, subnets, and DNS servers to enable proper
communication between devices. They often work with network protocols like
TCP/IP to troubleshoot connectivity problems and optimize data flow.

Server administration is a specialized branch focusing on managing
servers—powerful computers that provide various services like web hosting, file
storage, email, databases, and application hosting. Server administrators configure
and maintain server hardware and software, manage network resources, and ensure
servers run smoothly with minimal downtime. They are responsible for backup
management, disaster recovery planning, and security monitoring.

Network security is a critical part of system administration. Administrators
implement firewalls, intrusion detection systems (IDS), and virtual private
networks (VPNs) to protect the network from unauthorized access and
cyberattacks. They also apply software patches and updates regularly to fix
vulnerabilities.

Automation tools such as PowerShell or Bash scripting help administrators
automate routine tasks like user management, software deployment, and system
monitoring, improving efficiency and reducing errors.

Effective system and server administration are essential for business
continuity, data protection, and efficient resource utilization. Administrators
troubleshoot hardware and software problems promptly, ensuring minimal disruption
and maintaining the overall health of the network infrastructure.

Glossary

e system /server administration — agminicTpyBaHHs cucTeM / cepBepiB
e install — BctanoBmoBaTH
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e configure — HamamroByBaTH

e update — oHOBIIOBATH

handle network configuration — kepyBatu koHirypaiiero mepexi /
HaJallTyBaHHIM MEpPEKI

application hosting — xoctunr gogaTkis

run smoothly — npamtoBatu 6e3nepe6iitHO

downtime — yac nmpocToo

backup management — ynpaiiHHS pe3epBHUMHU KOTISIMH
disaster recovery — BiTHOBIICHHS ITiCJIs aBapii

firewall — mibxmepexeBuit ekpan

intrusion detection system — cucteMa BUSIBJICHHSI BTOPTHEHb
unauthorized access — HecaHKI[IOHOBaHU TOCTYII
cyberattack — kibepaTaka

fix vulnerabilities — BunpaBnisiTi Bpa3auBoOCTI

software patch — nmaTu nporpamuoro 3a0e3ne4yeHHs

subnet — mig Mepexa

dns server — dns-cepsep

bash scripting — bash-ckpuntu

business continuity — 6e3nepepBHicTh Oi3HECY

resource utilization — Bukopuctans pecypcin

1. Fill in the blanks using words from the box. Use each word once.

install — configure — update — firewall — intrusion detection system — unauthorized
access — cyberattack — software patch — fix vulnerabilities — system / server
administration

1. It’s important to security updates regularly to prevent threats.

2. A monitors network traffic for suspicious activity.

3. One of the key goals of IS to ensure systems remain secure and
efficient.

4. Companies often firewalls to protect networks from outside
threats.

5. After the latest , performance improved significantly.

6. If a system has weak points, admins must them quickly.

7. The acts as a barrier between trusted and untrusted networks.

8. When admins software, they must follow company policy.

9. The team worked overnight to stop a major

10.The IT specialist had to the server before Iaunchlng the new app.

2. Match the word (1-10) with its correct definition (A-J).

1. downtime A Hosting and running web apps on a server

2. backup management T_he ab_lllty of a company to keep working despite
disruptions

3. disaster recovery C A smaller division of a larger network
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4. application hosting D A process of scripting tasks in Linux/Unix

5. handle network

configuration E Managing the setup of IPs, gateways, DNS, etc.

. A server that resolves domain names into IP
6. Bash scripting

addresses
7. DNS server G Time when a system is not available to users
8. subnet H Steps to restore systems after a major failure
9. business continuity | Creating and managing copies of important data
10. resource utilization J Efficient use of CPU, memory, and storage

3. Answer the following questions using complete sentences and the vocabulary
learned.

1. What is the role of a firewall in network security?

2. How does a VPN protect data transmission?

3. Why is network configuration important for system administrators?

4. What does backup management involve?

5. Explain what a protocol is and why it is necessary in computer networks.

4. Respond to the questions or statements:
1. “Our network was attacked last week. How can we improve our security?”
2. “I'm worried about losing important files. What should I do?”
3. “Ineed to connect to the office network while traveling. Any suggestions?”
4. “We have too many manual tasks in system management. How can we make
this easier?”
“Our network is slow and hard to manage. What might help?”
“Some employees are having trouble accessing certain websites. What could
be the problem?”
7. “We want to protect sensitive data when it travels over public networks. What
technology should we use?”
8. “Our system crashes often after updates. How can we prepare for such
failures?”
9. “How can we detect if someone is trying to hack our network?”
10. “We need to improve communication between different parts of our large
network. Any advice?”

o o

5. Fill in the blanks and create your own version of the dialogue.
Network Problem and IT Support

User: Hi, I’'m having a problem with

(e.g., the Internet connection / logging in / sending files)

Administrator: | see. When did the problem start, and what exactly happens?

User: It started . The problem is :

Administrator: It could be related to the or the

(e.g., router, network configuration) I’ll check the system.
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User: Could it be a security issue? I’m worried about :
Administrator: Possibly. We can install a to protect the
network.

(e.g., firewall, intrusion detection system)

User: Should I use a VPN when working remotely?

Administrator: Yes, a VPN is useful. It
(explain what a VPN does — protects data / encrypts connection)

User: And what about data safety?

Administrator: You should create regular backups. | can set up automation for
that.

User: Great. Will you let me know when it’s done?

Administrator: Yes. I’ll start with , and then

User: Thanks a lot!

Swap roles and create a second version with a different issue.
Network / System issues for discussion:

Slow Internet connection in the office

Frequent disconnection from Wi-Fi

Unable to access shared folders or files

Problems logging into the system or email

VPN not working when working remotely
Printer not responding over the network
Suspicious emails or possible phishing attack
Forgotten password or account lockout

. System crashes after updates

10 No access to specific websites (possibly blocked)
11.Software not updating automatically

12.Concern about data loss or lack of backup
13.Unusual network activity or possible hacking attempt
14.File transfer between departments takes too long
15.Noisy or overheating server

16.Remote desktop connection is too slow
17.Devices not receiving IP addresses correctly
18.Unclear access rights or permission problems
19.0utdated router or network hardware

20.Too many manual tasks in system administration

CoNoaR~LDE

6. Write and act out a dialogue between a system administrator and a
manager (about 8-12 exchanges, each person speaks 4-6 time).
Scenario:
The system administrator and the manager are discussing how to improve the
company’s network security and performance. They need to talk about problems,
possible solutions, and create a plan of action.
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Hints to include:

Discuss recent network problems or security issues.

Suggest security measures like firewalls, VPNs, or intrusion detection systems.
Talk about data backup and disaster recovery plans.

Mention improving network speed by using subnets or upgrading routers.
Consider automating routine tasks to save time.

Decide on the first steps and who will be responsible.

Example starter:

Manager: We had some security breaches last month, and our network speed is
slow. What do you suggest?

Administrator: We can start by installing a new firewall and setting up a VPN for
remote workers. Also, dividing the network into subnets will help improve speed...
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JOB HUNTING

IT PROFESSIONALS
Discuss:
1. What do you think are the most important qualities of a good IT specialist?
2. What types of IT jobs are in high demand today?

1. Read each description and write the correct job title from the list below.
Job titles to choose from:

« software engineer

« hardware engineer

. frontend developer

. backend developer

« network administrator

« computer security specialist

. data analyst

« help desk technician
Questions:

1. 1 work with physical devices — chips, boards, and computer components. Who

am [|?

2. | write code that makes applications and systems function properly.

3. Everything you see on a website — buttons, layout, animations — is created
by me.

4. | build server-side logic, work with databases, and connect systems through
APIs.

5. | protect networks and systems from hackers, viruses, and other threats.

6. I’m responsible for keeping the company’s network, routers, and servers
running smoothly.

7. lassist users by solving technical problems — in person, by email, or over the
phone.

8. I collect, analyze, and interpret data to help businesses make better decisions.
Which job would you like to do and why?

2. IT Professions — Multiple Choice Quiz
1. 1 work with physical components like chips, circuit boards, and devices.
A) hardware engineer
B) backend developer
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C) data analyst
D) help desk technician

. | write the code that powers computer programs and applications.
A) help desk technician

B) software engineer

C) frontend developer

D) network administrator

. | design and build the parts of a website that users interact with.
A) data analyst

B) frontend developer

C) backend developer

D) software engineer

. I work behind the scenes on server logic, databases, and APls.
A) backend developer

B) frontend developer

C) help desk technician

D) hardware engineer

.| protect computer systems from cyber threats and attacks.
A) data analyst

B) network administrator

C) computer security specialist

D) software engineer

. I make sure the organization’s internal networks work properly.
A) backend developer

B) network administrator

C) frontend developer

D) help desk technician

. | help users solve computer-related problems directly.
A) help desk technician

B) data analyst

C) network administrator

D) frontend developer

. I work with large datasets to find trends and support decisions.
A) computer security specialist

B) software engineer

C) data analyst

D) hardware engineer
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JOB ADVERTISEMENTS
1. In pairs, read the two job advertisements and tick ( v ) the most important

qualities and abilities (1-10) for each job. Add more to the list if you can.
Which three things do you think are most important for each job?

Job A: Full-Stack Developer

CYBERLINK Solutions is seeking an experienced FULL-STACK DEVELOPER to
join our dynamic software development team. We are a leading provider of
innovative web solutions for FinTech startups.

You will be responsible for the full software development lifecycle: from concept and
design to deployment and maintenance. A minimum of 3 years of experience with
modern JavaScript frameworks (e.g., React, Angular, Vue.js) for frontend and
Node.js (Express) or Python (Django, Flask) for backend is required. Experience with
databases (SQL/NoSQL) and cloud deployment (AWS/Azure/GCP) is a must.

We value the ability to work both independently and collaboratively, communicate
effectively, and continuously learn.

Don't miss this opportunity to advance your skills and make a significant impact on
exciting projects!

Please send your CV and portfolio to careers@cyberlink-solutions.com

Job B: Web Designer

PIXEL PERFECT STUDIO is looking for a creative WEB DESIGNER to join our
innovative design team, We make nice and easy-to-use websites for different clients.
We are looking for someone who likes design and cares about users. Please show us
your best work in a portfolio. You will create ideas for websites. You will be
responsible for conceptualizing, designing, and optimizing website layouts, user
interfaces (Ul), and user experiences (UX) across various devices. You need at least 2
years of work experience. You must know how to use design tools like Figma,
Sketch, Adobe XD, Photoshop, or Illustrator. A solid understanding of responsive
design principles, typography, color theory, and wireframing/prototyping is required.
Knowledge of front-end basics (HTML, CSS) is a plus for effective collaboration
with developers. Communication skills are important for understanding client needs
and presenting design solutions.

Please send your CV and a link to your online portfolio (where your best web designs
are) to design-careers@pixelperfect.com.

Job A Job B
1 logical reasoning O O
2 patience and tenacity O O
3 being good with figures O
4 imagination H O


mailto:design-careers@pixelperfect.com

Job A Job B

5 self-discipline O O
6 accuracy l [
7 leadership skills O O
8 efficiency O O
9 creativity O O

[ [

10 drawing skills

2. Read Job advertisement A (Full-Stack Developer) and Job advertisement B
(Web Designer) again.

Then look at the two online profiles below. For each profile, decide which of the
two jobs (Job A or Job B) is most appropriate for them. Explain your reasoning.

Candidate Profile 1:

Sofia Alto, 25 years old

Professional Summary

| graduated in 2022 with a Bachelor's degree in Computer Science from Lviv
Polytechnic National University. During my studies, | completed several personal
projects involving web development, using React for the frontend and Node.js for
backend APIs.

Since 2023, I've been working as a Junior Software Developer at Techlnnovate
Solutions. My responsibilities include developing and maintaining server-side logic,
working with SQL databases, and deploying applications to AWS. I'm always eager
to learn new technologies and improve my coding skills.

Candidate Profile 2:

Maria Bryl, 24 years old

Professional Summary

| graduated in 2023 with a Diploma in Graphic Design and Digital Media from Kyiv
Academy of Arts. My coursework focused on user interface design, user experience
principles, and visual communication.

Since 2023, I've been a Junior Web Designer at CreativeFlow Agency, where | create
website layouts, mockups, and interactive prototypes for various clients. | am
proficient in Figma, Adobe XD, and Photoshop. | have a strong understanding of
responsive design and love making websites look appealing and easy to use. | also
have a portfolio of my work available online.

3. Discuss if you would like to apply for any of the jobs. Give your reasons.
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APPLYING FOR A JOB
CURRICULUM VITAE
Discuss:
e How is a CV different from a resume?
e What sections should a good CV include?

Personal information

Name: Liam Gallagher

Address: 12 High Street, Manchester M1 1AB, UK
Telephone: +44 7700 900345

Email: liam.gallagher@email.com

Date of birth: 10/11/1999

Education and Training

2024 Certificate in Data Analytics, DataCamp (Online Platform)

2023 Introduction to SQL and Databases Course, Udemy (Online)
2017-2021 Bachelor's Degree in Mathematics with Statistics, University of
Manchester (Manchester, UK)

Work experience

March 2024 — present Junior Data Analyst Intern at InsightHub Ltd; responsible for
assisting with data cleaning, performing basic statistical analysis, and preparing
reports using Excel and Google Sheets.

August 2021 — February 2024 Retail Assistant (Part-time) at "The Book Nook™;
managed inventory data, handled customer orders, and assisted with sales reporting.

IT skills

Proficient in spreadsheet software (Microsoft Excel, Google Sheets); good
understanding of SQL for data extraction; basic programming skills in Python
(Pandas, Matplotlib); familiar with data visualization tools (Looker Studio basics);
strong understanding of data entry and validation.

Personal skills

Highly analytical; detail-oriented; excellent problem-solving abilities; strong
communication skills for team collaboration; quick learner.

Languages

English mother tongue; Spanish (intermediate conversational); French (basic)

Hobbies and Interests
Photography, playing football, reading crime novels

References
Available upon request.

1. Write your own CV in English, using the CV above as a guide.
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2. Think of your dream job and write a letter of application for it. You may look
for real job adverts and practise applying for one of them.

A LETTER OF APPLICATION
“Your letter is your voice when you re not in the room.”
Discuss:
« How can a letter of application create a strong first impression?
« What do employers want to read in a cover letter?

1. Read the letter of application and answer these questions.
1 Which job is Sarah Brown applying for?

2 Where did she see the advertisement?

3 How long has she been working as a software engineer?

4 What type of programs/projects has she worked on?

5 When did she spend three months in Germany?

Dear Mr Scott,

I am writing to apply for the position of Senior Software Engineer (Backend), which
was advertised on July 10, 2025, on DOU.ua.

| graduated in May 2018 with a Master's degree in Computer Science. After my
studies, | worked for a year with Global Tech Solutions. | stayed in this job until May
2019.

For the past six years, | have been working as a Software Engineer at Innovate
Systems. | have designed and developed robust microservices in Java for various
financial platforms, and since January 2024, | have been leading a project focused on
developing web applications using Python/Django for e-commerce clients. These
projects have been highly successful, and our team has secured several new contracts
in Ukraine and across Europe.

Two years ago (in 2023), | spent three months in Germany on a project, testing our
applications and collaborating with international teams. | also made several visits to
France, gaining a basic knowledge of German and French. | now feel ready for more
responsibility and more challenging work, and would welcome the opportunity to
learn about a new industry.

I enclose my curriculum vitae. | will be available for an interview at your earliest
convenience.

| look forward to hearing from you.
Yours sincerely,
Sarah Brown
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2. Look at the job advertisement for a Junior Frontend Developer at
TechSolutions. Ivan Kovalenko is interested in applying. Use his curriculum
vitae below to write a letter of application.

Structure:

Paragraph 1: reason for writing | am writing to apply for the position of...

Paragraph 2: education and training | graduated in (date)... | completed a
course in...

Paragraph 3: work experience For the past X years | have been... Since X |
have been...

Paragraph 4: personal skills | spent X months in (country)..., so | have
knowledge of (foreign languages). | can...

Paragraph 5: reasons why you are applying for this job | now feel ready to...
and would welcome the opportunity to...

Paragraph 6: closing / availability for interview I enclose... | look forward

o0... I will be available for an interview...

Vacancies at TechSolutions.com

Junior Frontend Developer
We are seeking a Junior Frontend Developer for TechSolutions.com, a
growing company dedicated to creating engaging web applications.
The successful candidate will assist in building user interfaces, implementing
new features, and maintaining existing front-end code. You will be responsible for
ensuring responsiveness across various devices and collaborating with backend
developers and U1/UX designers.
Experience with HTML, CSS, and JavaScript is essential. Familiarity with
React or Vue.js is a significant advantage. Basic knowledge of version control (Git)
and responsive design principles is required. The successful candidate will also have
knowledge of modern web development tools.
Send your CV and a covering letter to Ms. Eleanor Vance, HR Manager,
TechSolutions, 10 Tech Park, Oxford Road, Manchester M13 9PL, UK.

Glossary
1. software engineer — nmporpamMHuii iHXXeHEep / pO3POOHHK MPOTPAMHOTO
3a0e3neyeHHs
computer security specialist — cneriasrict 3 KOMIT'FOTEPHOT O€3NIEKH
frontend developer — pponTeHI-pO3pOOHNUK
backend developer — 6eken-po3poOHUK
hardware engineer — imxxeHep 3 armapaTHOTO 3a0e3MeYCHHSI
network administrator — mepexeBuii aMiHICTpaTOP
data analyst — anamituk gaHKx
help desk technician — cniemianict TexHigHOT MiATPpUMEKH / (haxiBEIb CITYKOU
MIATPUMKH
9. IT devices — IT-puctpoi
10.computer programs — KoMI'toTepHi TPOrpaMu
11.applications — 3actocyHkw / 101aTKA

ONoO kWM
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12.visual part of websites — Bi3yanbpHa yacTiHa BeOCanTIB

13.web apps — BeO-3acTOCYyHKH / BEO-101aTKH

14.server-side logic — cepBepHa jorika

15.databases — 6a3u nanux

16.APIs — API (inTepdeiicu nporpamMmyBaHHS 3aCTOCYHKIB)

17.hardware — anapartHe 3a0e3neYeHHS

18.software — nporpamue 3a0e3neueHHs

19.network — mepesxa

20.secure computer systems — 6e3meuHi KOMI'TOTEPHI CUCTEMU

21.end-users — KiHIIEBI KOPHCTYBayi

22.computer problems — xomm'toTepHi mpooieMu

23.collects, analyzes, and interprets data — 30upae, aHamizye Ta iHTEpIpeTye
aHl

24.decision-making — npuiiHATTS pillieHb

25.physical devices — ¢izuuni npucTpoi

26.chips — uinu / mikpocxemu

27.boards — mratu

28.computer components — KOMIT'FOTEPHI KOMITOHCHTH

29.code — kon

30.functions properly — npariroe HaJCKHUM YHHOM

31.buttons, layout, animations — kHOIIKK, MaKeT, aHIMaIlis

32.server logic — cepBepHa Jiorika

33.threats — 3arpo3u

34.hackers — xakepu

35.viruses — Bipycu

36.routers — mapipyTuzaTopu

37.servers — ceppepu

38.running smoothly — mpairioe 6e3nepebiitHo

39.large datasets — Bemuki HaOOpH JaHUX

40.trends — TenaeHLil

41.support decisions — miaTpuMyBaTH pillieHHs / JOIIOMAraTH y IPUAHATTI
pilieHb

42.circuit boards — apykoBa#i rmaTu

43.cyber threats — kibep3arpo3u

44.internal networks — BHyTpimHi Mepexi

45.logical reasoning — moriyae MHUCICHHS / JIOTIYHE MIpKyBaHHS

46.patience and tenacity — TepIiHHS Ta HaIOJICTIUBICTD / 3aB3ATICTh

47.being good with figures — BminHs 100pe mpaioBaTy 3 U pamu / OyTH
XOPOIIUM Y MiApaxyHKax

48.imagination — ysiBa

49.self-discipline — camoaucuuIiina

50.accuracy — ToO4HICTh

51.leadership skills — migepceki HaBUYKH

52.efficiency — eexTHBHICTD

53.creativity — kpeaTUBHICTb / TBOPUICTh
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54.drawing skills — HaBuuku MaTrOBaHHS
55.curriculum vitae — pestome

56.a letter of application - nmuct-3asBa (Ha poOOTY)
57.covering letter / cover letter — cynpoBigauii ucT
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ANSWER KEY

How Computers Are Transforming Our World Today

1. Answer True / False questions

T 6. T
F 7. F
T 8. T
= 9. F
T 10. T

2. Answer the questions

Smart devices automate routine tasks and make life more convenient.

Al is used for learning, predicting, assisting drivers, biometric security, and real-time translation.
Smart homes use loT to connect devices like lights, thermostats, and security cameras for automation.
Cloud platforms allow people to edit, create, and collaborate globally in real time.

Telemedicine enables doctors to provide care and diagnosis remotely.

Remote work has transformed team collaboration and become a standard business practice.
Technologies like Wi-Fi 6 and 5G provide fast and reliable internet connectivity.

Cybersecurity protects data and ensures safe sharing in a connected world.

A digital ecosystem refers to interconnected digital devices and software that interact and evolve.

. People decide how technology is used ethically and creatively for society’s benefit.

Vocabulary Practice
Complete the sentences with the correct word from the list below.
artificial intelligence
biometric security
smartphone
telemedicine
wearables

cloud platform

5G

cybersecurity

smart home

. computing

2. Match the word to its correct definition.

1 —c) Technology that enables machines to mimic human intelligence

2 —d) Internet-based services for data storage and software

3 —e) Devices worn on the body that collect data

4 —a) A secure method using physical traits for authentication

5 —b) A connected home with automated devices

3. Complete the dialogues

Using cloud platforms means we can access files and apps from anywhere. It helps us work remotely and
collaborate easily.

We use strong cybersecurity protocols, including firewalls and regular software updates, to keep data safe.
Biometric security uses things like fingerprints or facial recognition to ensure only authorized people can
access sensitive areas or information.

Yes, 5G provides much faster and more reliable internet, which helps with video calls and large file transfers.
Al can automate routine tasks, analyze data faster, and even assist in decision-making, making our work more
efficient.

4. Sample Sentences
Daily Life and Technology
o luse mysmartphone every day to check emails, chat with friends, and listen to music. | also wear a
fitness tracker to monitor my steps and sleep.
o A smart home could improve my life by turning off lights automatically when no one is in the room
and adjusting the heating to save energy.
Health and Medicine
o Telemedicine helps patients see doctors from home, which is very convenient, especially during bad
weather or for people with mobility problems.
o Biometric security in hospitals ensures only authorized staff access patient records, protecting
sensitive health information.
Work and Education
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o

o

Since my parents started remote work, they have a better work-life balance but sometimes miss face-
to-face meetings.

Cloud platforms allow students and teachers to share documents easily and attend virtual classes
from anywhere.

4. Future of Technology

o

o

In 10 years, artificial intelligence might help with everyday decisions, like planning our schedules or
driving cars safely.

5G will make the internet much faster, but it could be expensive to install everywhere, especially in
rural areas.

5. Safety and Privacy

©)
©)

Cybersecurity is important because hackers can steal personal information and cause financial loss.
People should use strong passwords, update software regularly, and avoid sharing sensitive data on
unsecured websites.

6. Technology in Society

o

o

A digital ecosystem connects devices like phones, computers, and smart appliances, allowing them to
work together smoothly.

Technology helps us stay connected with friends and family, but sometimes it can reduce face-to-face
interactions.

Computer Architecture

1. Scan the text to find this information.
1. What is the memory size (RAM) of this PC?
16GB DDR5 RAM is clearly stated.
2. What storage devices are included?
1TB NVMe SSD (Gen 4) is specified as the primary storage.
3. What is the size and resolution of the display screen?
27-inch 4K UHD IPS monitor (3840 x 2160) is detailed.
4. How fast is the processor?
Intel Core i7 14th Gen with speeds up to 5.2GHz Turbo Boost is mentioned.
5.  What is the capacity and type of the hard drive?
1TB and NVMe Gen 4 SSD — both capacity and type are covered.
6. What type of graphics card does the computer use?
NVIDIA GeForce RTX 4060 with 8GB GDDR6 VRAM is described.
7. What operating system does the computer run?
Windows 11 Pro is included and highlighted.
8.  What multimedia features does this computer offer?
7.1 surround sound, Blu-ray RW drive, and USB-C 3.2 — all qualify as multimedia features.
9. What types of ports and optical drives are available?
Mentions USB 3.2, USB-C, and Blu-ray RW optical drive.
. Match the component with its function. Then describe its function in two ways.

6-h
7-9
8-e
9-9
10-d

. Work in pairs. Find out as much as you can about your partner’s computer and fill in the table.

4. Example Answer (for Lena, the designer):

I recommend a computer with an Intel Core i7 or AMD Ryzen 7 CPU, at least 32 GB of DDR5 RAM, and a dedicated
GPU like NVIDIA RTX 4060. Since she works with large files, she needs a 1 TB SSD and a 4K monitor for accurate
color display. These components support heavy graphic tasks and smooth performance.

Peripheral Devices and Their Interaction with a Computer

Vocabulary Practice

1. Match the terms with their definitions.

1-b, 24, 3-¢,4-d,5-¢

2. Complete the sentences using the correct word.
1-input, 2-store, 3—-monitor, 4-port, 5—peripheral

3. Complete the dialogue using appropriate vocabulary.
1-wired, 2—port, 3—driver, 4-Bluetooth, 5-device

4. Choose the correct answer.

1: b) Monitor
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2: c) Store data
3: b) Driver
4: c) Bluetooth

Operating Systems: Types, Functions, and Principles of Operation

1. Answer the questions:

1. An operating system is software that manages computer hardware and software resources and provides
services for computer programs.
Main functions include process management, memory management, and file system management.
Command line interface and graphical user interface.
Process management involves managing running applications and processes, including multitasking.
Multitasking is the ability of an operating system to run multiple processes at the same time.
Examples include operating systems used in medical devices or industrial machines.
Device drivers allow the operating system to communicate with hardware devices.
Memory management controls and allocates computer memory to processes and applications.
Virtual memory is a memory management technique that uses disk space to extend RAM capacity.
File system management organizes and controls how data is stored and retrieved.
Batch processing systems handle jobs in batches without user interaction, while network operating systems
manage network resources and allow multiple computers to communicate.
The kernel is the core part of the operating system that controls hardware and system resources.
13. Security protects the system from unauthorized access and threats.
14. Task scheduling organizes processes to run efficiently and fairly on the CPU.
15. Input/output management controls communication between the system and peripheral devices.
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Vocabulary Practice

1. Fill in the right word:

kernel

graphical user interface
memory

device

multitasking

virtual

batch

file system

interaction

0. unauthorized

Guess the term:
scheduler

command-line interface
virtual memory

driver

network operating system
Translate into English:
memory management
graphical user interface
multitasking

device driver

virtual memory
operating system kernel
protection against unauthorized access
batch processing

file system

0. input/output management

BoOoo~NogrwhdENMNORMONRPRBOONORWNDE

3. Design Your Own Operating System
Sample answer:

1. My OS will use a monolithic kernel, which manages hardware resources and system processes efficiently by
running all core services in one space.

2. It will have both a graphical user interface (GUI) and a command-line interface (CLI) to give users
flexibility in how they interact with the system. The GUI will be user-friendly for beginners, while the CLI
will offer power users more control.

3. The OS will handle memory management by allocating RAM to programs dynamically and will support
virtual memory to extend available memory using disk space.
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4. It will support multitasking, allowing several programs to run at the same time without slowing down the
system.

5. To communicate with external devices, my OS will use specific device drivers that enable interaction with
printers, keyboards, and other peripherals.

6. For storing data, it will use a modern file system that organizes files efficiently and supports quick access and
security features.

7. The OS will include strong security protocols to prevent unauthorized access, such as password protection,
encryption, and user permissions.

8. It will support batch processing so that users can automate repetitive tasks, increasing productivity for
businesses.

9. Input/output management will coordinate data flow between software and hardware devices, ensuring
smooth performance.

10. My OS will be a network operating system, supporting communication between multiple computers to share
resources like files and printers easily.

Technical Support and Maintenance of Computer Systems

1. True or False:
1. False — Technical support helps with both hardware and software issues.
2. True — The text mentions that remote work is possible.
3. False — Regular cleaning of components is necessary for better performance.
4. True — Backups protect data from cyber threats.
5. True — Monitoring helps detect problems earlier.
2. Answer the questions:
It helps users solve computer problems and use their systems better.
They use remote desktop tools.
Because it protects systems from viruses and cyber threats.
To save important data in case something goes wrong.
They monitor system performance and resource usage.

abrwnE

Vocabulary Practice
1. Match the term with its definition:

1.C 6.A
2.B 7.G
3.F 8.J
4.H 9.D
5.1 10.E
2. Complete the sentences with the correct word (k11040Bi cji0Ba):

1. antivirus

2. remote

3. maintenance

4. backup

5. updates

6. monitoring
3. Choose the correct option:
1.B
2.C
3.A

1. The computer won’t start. | will check the power supply, cables, and hardware connections.

If everything is connected correctly, I might try to reset the BIOS or test the power supply unit. It’s also a good idea to
listen for any beeping sounds that could indicate hardware errors.

2. The printer is not responding. | will restart the printer, check the drivers, and ensure it's connected properly.

I may also reinstall the printer software or try printing from a different device to see if the issue is with the printer or the
computer.

3. A virus has infected the system. | will run a full antivirus scan and remove any threats.

After that, | will update the antivirus software and avoid opening unknown attachments or suspicious websites.

4. The internet connection is unstable. | will check the router, restart the modem, and test the connection speed.

If the problem continues, | might contact the internet service provider or try using a wired connection instead of Wi-Fi.
5. The computer is slow and freezes. | will close background apps, clean temporary files, and scan for malware.

I might also check how much RAM is being used and consider upgrading hardware if the system is outdated.
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Software Development Life Cycle

Reading Comprehension
1. Read the text and identify how many stages the software development life cycle has. Name them.
Six stages: Planning, Analysis, Design, Implementation, Testing, Maintenance.
2. Determine at which stage
a) Planning
b) Analysis
c) Implementation
d) Testing
e) Implementation (Deployment)
f) Maintenance
3. Answer the questions
a) Planning sets clear goals and prepares the project for success.
b) Testing finds and fixes bugs to improve software quality.
c¢) Maintenance updates and repairs software after release.
d) Design creates a detailed plan for programmers to follow.

Vocabulary Practice
1. Match the words with their definitions

1—b 5—c
2—e 6—f
3—d 7—9g
4 —a 8—h

2. Fill in the blanks with the correct word
implementation

quality assurance (testing Tex IPUAHATHO)
maintenance

documentation

version control

user feedback

3. Choose the correct option
1. b) planning
2. b) deployment
3. b) debugging
4. b) to gather detailed system requirements
5. ¢) the system structure and Ul are planned
6. b) the team writes the source code
7. b) design
8. ¢)tofind and fix bugs
9. ¢) updating features and fixing bugs
10. b) defines goals, requirements, and estimates costs

4. Make sentences

Sample

Maintenance is important to keep software running smoothly after release.
Version control allows developers to track and manage code changes.
User feedback helps improve the quality of software.

Project management coordinates all phases of software development.
Quality assurance ensures the product meets the required standards.

5. (Example) | find testing most important because it helps find errors before users see the software. It improves the
quality and reliability of the product. Testing saves time and money by preventing problems later.

User Interface and User Experience Design

Reading Comprehension
1. True or False
1. False —ue onuc UX, a e Ul
2. True
3. False — Wireframes — 1ie cratnuHi MakeTH, He iHTEpaKTHBHI.
4. False — UX Brirovae HaBiraiiro, eMortii, (pyHKI[i OHAIBHICTH TOLIO.
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5. True
6. True
7. False — Accessibility (mocTymHicTB) qy)e BaXIIHBa.

2. Answer the questions (Sample answers)

Ul design focuses on the visual elements and layout of the product.

Typography, color scheme, icons, spacing, and layout.

A user persona is a fictional character that represents a typical user’s needs and behavior.
Usability testing is important to identify and fix problems before release.
Microinteractions give feedback to users and improve interaction understanding.

abrwbdE

Vocabulary Practice
1. Vocabulary Match

Fill in

grid

prototype

Accessibility

typography

navigation

responsive design

color scheme

mockup

. Onboarding
10. call to action (CTA)

3. Guess the design element

white space

typography

grid

user flow

icon

wireframe

color scheme

contrast
9. button
10. navigation bar

5. Creative Task: Mini Project (Sample answers)
e Ul elements: search bar, timetable button, announcements panel.
o UXimprovements: clear navigation, feedback for user actions, fast loading.
e Accessibility features: text-to-speech support, contrast mode.
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Images in Graphic Design

Reading Comprehension

1. Choose the correct answer:

a) photograph — a realistic picture taken with a camera.

b) logo — a special image representing a brand or company.

c) icon — a small, simple image used for navigation or
d) PNG — an image format used for pictures with transparency.

2. True or False:

a) False — Photographs are realistic images, not drawings.

b) True — Logos help build a company’s identity.

¢) True — High-resolution images look clear and sharp.

d) False — Designers use color correction to improve colors, not worsen them.
e) True — White space helps make the design clean and professional.

Vocabulary Practice

1. Fill in the blanks:

a) photo retouching — tools used to improve or edit colors in images.
b) grid — a system that organizes images and elements evenly.

c) icons — small images that represent objects or actions.

d) logo — an image representing a brand.
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e) resolution — refers to image quality, high or low clarity.
f) transparency — technique that allows layering images with see-through parts.

2. Match the terms with their definitions:

a) Hlustration — 2. drawings or digital artwork made by designers
b) Icon — 3. small simple images that represent objects or actions
c) Transparency — 4. ability to see through parts of an image

d) White space — 1. empty space around images to avoid clutter
e) Grid — 5. layout system to align elements evenly

) Color scheme — 6. selection of colors used to create harmony

3. Discussion
Sample answers:

1. High-resolution images are important because they look clear and sharp, which makes the design appear
professional and visually pleasing. If an image is low resolution, it can look blurry or pixelated, making the
design less attractive and harder to understand. Clear images improve user engagement and the overall quality
of a design.

2. Color schemes affect the look and feel of a design by creating harmony between different elements. Matching
images to the color scheme makes the design look balanced and professional. Colors can influence emotions
and the message that the design communicates, so choosing the right colors is important for effective design.

3. Logos are important because they represent a company’s identity and help customers recognize the brand
easily. A good logo is simple, unique, and memorable, which helps build trust and attract clients. Logos often
convey the company’s values or mission in a visual way.

Web Development: Frontend (HTML, CSS, JavaScript)

Reading Comprehension

1. Read the statements and say if they are True or False

False — CSS is used for styling, not logic.

True — JavaScript is used to add interaction.

False — An API connects different systems, not just frontend websites.

False — Debugging means finding and fixing errors, not writing new code.

False — Cross-browser compatibility means the site works in all browsers, not just Chrome.
6. False — HTML is used for structure, not styling (styling is done with CSS).

7. True Frontend = look and feel for users

8. True HTML + CSS + JS work together to build the frontend.

9. True JavaScript can update the page without reload (e.g., DOM manipulation, AJAX).

10. True — APIs are used to get/send data between frontend and backend.

11. False — Version control does help track changes.

12. False — Debugging is important for frontend developers too.

13. False — Frontend developers must test websites on different devices.

abrwnE

3. Put the steps in the correct order when creating a simple webpage:
b—sa—d—c

Vocabulary Practice
1. Match the term with its definition
A-4, B-1, C-5, D-7, E-3, F-2, G-6, H-8
2. Fillin the blanks.
1. tag, 2. spacing, 3. element, 4. image slider, 5. color, 6. interactivity, 7. style, 8. dynamic behavior
3. Choose the correct option to complete each sentence.
1-b, 2-c, 3-b, 4-b

4. What will you fix?
Sample:
I will apply a responsive layout so it works well on all screen sizes.
I will add more spacing to improve readability.
I will add form validation to check the user’s input.
I will replace the menu with a dropdown menu to save space.
I will add simple animation to make it more dynamic.
I will update the style and choose a better colour scheme.
I will change the image format and optimize each image element.
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Optional Follow-up:
Your page looks messy on tablets. | think the layout isn't responsive.
You're right. I’ll redesign the layout and apply a responsive grid system.

A:
B:

w > w >

w >

A:
B: Thanks for noticing. I’ll fix the tags and validate the HTML code.

: The website feels static. There's not enough interactivity for users.
: Good point. I’ll add more interactivity with JavaScript, like hover effects and form responses.

: The homepage doesn’t feel modern. There's no dynamic behavior at all.
: T agree. I’ll implement some dynamic behavior, like loading new content without refreshing the page.

: You promised a gallery, but I don’t see any image slider.
: Oh, I forgot! I’ll add an image slider using a lightweight JavaScript plugin.

Some of the HTML elements are missing closing tags. That could cause display issues.

Web Development: Backend (Servers and Databases)

Reading comprehension
1 True/ False

2 Answer the questions

T (True)

T (True)

arwbdE

requests.
T (True)

T (True) -

6
7.
8. T (True) -
9.
10. F (False) -

F (False) —
— A server stores website files and handles requests from browsers, as described.
F (False) —
— Python is one of the popular backend programming languages mentioned in the text.
T (True) —

The backend is the part of a website that users don’t see, not the visible part.
MongoDB is a database, not a programming language.

Backend developers write code that connects the website to the database and handles user

— Security helps protect sensitive data, such as passwords.
F (False) —

APIls are used to share data between systems, not for designing the layout.
Tools like Git are version control systems used in backend development.
The backend must be secure, efficient, and scalable according to the text.
SQL is used with relational databases, not for creating animations.

1. The backend includes the server, the database, and the application logic.
A server stores website files and responds to user requests.
Databases are important for storing and managing data like user info or messages.
A backend developer connects the website to the database and handles logic and requests.
Python, Node.js, and PHP are examples of backend languages.

Websites use APIs to get data from other services in real-time.
They use version control systems like Git, frameworks like Django, and cloud services like AWS.
Efficiency ensures the website works fast even with many users.

2
3
4
5.
6. Security protects sensitive data such as passwords and user info.
7
8
9.
1

0. Scalability means the website can handle growth and more traffic.

Vocabulary Practice
1. Guess the term from its definition:

1. Handles browser requests and stores website files — f) server
2. Protects user information — g) secure

3. The part of the website users don’t see — a) backend

4. Allows communication between systems — c) API

5. Keeps and organizes information — b) database

6. Supports many users without performance loss — d) scalable
7

8

9.

1

A tool to manage code versions — e) version control
Manner of showing updates immediately — h) real-time
A language for working with databases — i) SQL

0. Online service used to host websites — j) cloud platform

2. Fill in the missing counterpart. Then provide context you might hear these words in.
secure — Security
The system must be secure to ensure user data protection.— We must improve the system’s security to protect sensitive
information.

Scalable — scalability
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We need a scalable infrastructure for our growing business. — The scalability of the platform ensures it can handle
millions of users.

efficient — efficiency

The algorithm is efficient and saves processing time. — Its efficiency makes it ideal for real-time systems.

reliable — reliability

Reliable servers are important for customer trust. — The server’s reliability reduces downtime.

dynamic — dynamics

Dynamic interfaces respond quickly to user actions. — Modern Ul dynamics help create a better user experience.

develop — development

We develop web applications using modern frameworks. — Our team specializes in frontend development.
communicate — communication

APIs allow systems to communicate with each other.— Communication between services

must be seamless.

protect — protection

Firewalls help protect the server from attacks. — We ensure strong protection against malware.
connect — connection

You must connect the app to the database. — The connection was lost during the data transfer.
interact — interaction

Users interact with the interface using gestures. — Smooth interaction improves usability.
perform — performance

The website must perform well during peak hours. — We optimized it for better performance.
update — update

Please update the app to the latest version — The recent update fixed major bugs.

3. Word formation

1. scalable

2. communication
3. efficiency

4. development

5. updates

6. dynamics

7. implement

8. security

9. reliable

10. connection

5B

1. A company’s website keeps crashing when too many users visit at once. Which backend principle is being
ignored? What solution would you suggest?
Answer: The principle of scalability is being ignored.

Suggested solution: Use load balancing, auto-scaling infrastructure (like AWS EC2 Auto Scaling), caching layers
(e.g., Redis), and database optimization to handle increased traffic efficiently.

2. You need to connect your website to a third-party payment system. Which backend component or tool should
you use and why?

Answer: Use a third-party APl provided by the payment processor (e.g., Stripe, PayPal).
Why: APIs allow secure and standardized communication between your backend and the external payment service
without handling sensitive data directly.

3. Your team is working on a project using different programming languages. How can version control help you
manage this project?
Answer: A version control system (like Git) helps by:

e  Tracking changes across all files and languages

e  Allowing team collaboration through branches and merges

e  Preventing code conflicts

o Keeping a detailed history of contributions

4. A user says the website is “too slow.” What backend factors might be causing this, and how could you improve
them?
Possible causes:

e Unoptimized database queries
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e Lack of caching
e Inefficient code or logic
e  Slow third-party API responses
Improvements:
e  Optimize database queries and add indexes
e  Use server-side caching (Redis or Memcached)
e Refactor slow parts of the code
e Use asynchronous processing or queue systems (like RabbitMQ)

5. Imagine your database contains sensitive customer data. Which security measures would you recommend, and
why? Recommended measures:

e Data encryption at rest and in transit

e Use of authentication and authorization protocols (e.g., OAuth, JWT)

e Prepared statements to prevent SQL injection

e Regular access audits and backups
Why: To protect user privacy, prevent breaches, and comply with regulations (e.g., GDPR, HIPAA).

1. The product team asks for real-time updates on the dashboard. What backend technologies would help
implement this?
Answer:
o WebSockets for real-time bidirectional communication
e Server-Sent Events (SSE) for one-way real-time updates
e Realtime databases (e.g., Firebase Realtime Database)
o Message queues or pub/sub systems like Kafka or Redis

2. How does API integration improve user experience on modern websites? Give a specific example.
Answer: API integration allows websites to access external services, enhancing functionality without rebuilding them.
Example: Using the Google Maps API to display maps directly on a website improves navigation and usability for
users.

3. If your website grows quickly and serves a global audience, what backend decisions must you review
and possibly change?
Answer:
e Use a Content Delivery Network (CDN) for static content
e Deploy servers in multiple regions (geo-distributed architecture)
e Implement database replication and sharding
e Review autoscaling and caching strategies

1. Your database has grown very large. What can you do to maintain performance and efficiency?
Answer:
e Archive old or infrequently accessed data
Add indexes to frequently queried fields
Use read replicas for load distribution
Apply database sharding
Implement caching for common queries

2.  What is the difference between a reliable and an efficient backend system? Can you think of a case when
one is more important than the other?
Answer:
o Areliable system is stable and always available
e An efficient system performs tasks quickly with minimal resource use
Example:
In banking or healthcare systems, reliability is more important than speed.
In real-time video streaming, efficiency and low latency are more critical for a good user experience.

Software Testing and Quality Assurance Methods

Reading Comprehension
1. Answerthe questions
1. The main goal of software testing is to verify that the software meets requirements and is free of defects.
2. The four levels of software testing are:
o Unit testing: tests individual components.
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o Integration testing: checks how modules work together.
o System testing: evaluates the entire system end-to-end.
o Acceptance testing: confirms the software meets business and user needs.
3. Functional testing verifies that the software behaves according to requirements, while non-functional testing
checks performance, security, usability, and other attributes not related to specific functions.
4. Regression testing is important because it ensures that new code changes do not break existing functionality.
5. Quality Assurance includes improving development processes such as test automation, code reviews,
continuous integration, and static code analysis.
6. Two common QA practices to improve code quality are code reviews and static code analysis.
7. Test automation allows running tests automatically, increasing efficiency and consistency, especially within
CI/CD pipelines.

Vocabulary Practice

1. Match the terms with their definitions
a) unit testing — 4

b) integration testing — 3

c) system testing — 1

d) test automation — 2

e) regression testing — 5

2. Fillin

test case

static code analysis
mean time to repair
exploratory testing
test plan

defect density
continuous integration
bug

NN

The QA Journey: Finding and Fixing Software Issues

1. True or False

1. False — A test case includes specific steps, inputs, and expected results, not random behavior.

2. True

3. False — Ul bugs refer to visual or layout issues, not performance-related ones.

4. True

5. [False — Bugs are fixed based on their severity and priority.

6. True

7. False — Exploratory testing is manual, based on the tester’s intuition and experience, not automated.
8. [False — Developers are responsible for fixing bugs reported by testers.

2. Short Answers

A test plan defines the scope, objectives, resources, and schedule of the testing process.

A tester might enter an incorrect password to check if the system shows the proper error message.
Testers verify form validation, navigation, data saving, and system behavior under load or errors.

Ul bugs and logic bugs are two examples mentioned in the text.

Bug tracking tools like Jira are used to report and monitor bugs.

Regression testing ensures that fixing one issue does not introduce new bugs elsewhere in the system.
The backend logic or the formula used in the code might need to be corrected.
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1 — bug tracking system
2 —test plan

3 — performance bug

4 — test environment

5 — severity
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6 — endpoint (extra)

3. What Kind of Bug Is It?:
functional bug
performance bug
logic bug

security bug

ui bug

integration bug

oL

4. Match the problem with the fix

Tester 1: Also, the total price in the shopping cart is calculated incorrectly when applying discounts.
Tester 2: That’s definitely a backend logic issue. We should update how the calculations are made.

Tester 1: When users try to submit a payment, the app doesn’t get any response from the payment gateway, and an
error occurs.
Tester 2: We need to check and fix the API responses or endpoint logic for the payment system.

Tester 1: There’s a critical bug where users can submit the form without filling mandatory fields, causing the system to
crash.

Tester 2: We should add proper validation rules for input fields to prevent that.

Tester 1: Also, when wusers enter wrong data, the error messages are confusing and unclear.
Tester 2: Yeah, improving error messages and user feedback is a must.

Tester 1: The app gets really slow when searching a large database.
Tester 2: We should optimize the database queries to improve performance.
Tester 1: And one more thing — unauthorized users can access pages meant only for admins.

Tester 2: That’s a security risk. We need to add authorization checks to protect sensitive data.

6. Bug report
Example:
| tested the registration form and found three bugs. First, the "Submit" button doesn’t work when clicked — this is a
functional bug. The developers need to fix the backend logic that handles form submission. Second, the error messages
are confusing and do not explain what went wrong. This is a user feedback issue, so improving error messages would
help users. Third, on mobile devices, the form fields overlap and look messy. This is a ui bug that requires fixing the
frontend layout and CSS styles. Specifically, the CSS media queries should be adjusted to make the layout responsive,
and spacing/padding between fields should be corrected to avoid overlap.

Wired and Wireless Network Components

1. True or False?

True — Wi-Fi 6 and 6E support high speeds, lower latency, and more devices.

False — ADSL and cable modems are being replaced by fiber-optic modems and 5G routers.

True — Firewalls are used to protect the network from unauthorized access.

False — A switch and a router are different devices with different functions.

False — WEP is outdated and no longer secure.

True — Wireless access points allow mobile devices to connect to wired LANS.

False — Fiber-optic cables are used for long-distance, high-throughput connections.

False — Most modern routers support gigabit or even 10-gigabit Ethernet speeds.

True — Network administrators protect infrastructure by updating firmware and monitoring access.
10 False — Wired networks use physical cables, not radio signals.

11. False — Gigabit Ethernet is typically faster and more stable than Wi-Fi, depending on the situation.
12. True — A gateway enables communication between different network types (e.g., IPv4 and IPv6).

©WooNogas~wWNE

2. Answer the questions:

Twisted-pair Ethernet cables and fiber-optic cables.

They connect wireless devices to a wired LAN or the Internet.
Because they support high-speed, long-distance communication.
Higher speeds, lower latency, and support for more devices.

WPAZ3 encryption, firewalls, firmware updates, and access monitoring.

3. Table of advantages and disadvantages

Network Type Advantages (at least 2) Disadvantages (at least 1)

Wired Network 1. High-speed data transfer (Gigabit | Requires  physical cables and
or 10-Gigabit Ethernet) installation effort
2. Reliable long-distance
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communication (fiber-optic cables)

Wireless Network 1. Easy connection for mobile | Potential security risks if outdated

devices protocols used

2. Wi-Fi 6/6E: high speed, low
latency in crowded environments

Voc practice
1. Fill in the blanks (Vocabulary):

Roo~NooO~wWNE

= w

Ethernet cables
access point
WPA3

router

WEP
backbone
gateway

5G router
Wi-Fi 6
firewall

Discuss the questions.

A router directs data traffic between different networks. It connects a local network, like a home or office
LAN, to the Internet or other networks. It is important because it manages data flow, assigns IP addresses, and
ensures devices can communicate efficiently and securely.

A wired network connects devices using physical cables such as Ethernet or fiber-optic cables. A wireless
network connects devices without cables, using radio signals. Wired networks offer more stable and faster
connections, while wireless networks provide flexibility and convenience for mobile devices.

For a small office network, | would need routers to connect to the Internet, switches to connect multiple wired
devices, wireless access points for mobile devices, and possibly a file server to share data. This setup ensures
all employees can access resources and the Internet reliably.

Network security is important to protect sensitive data and prevent unauthorized access. To secure a wireless
network, | would use WPAS3 encryption, regularly update the firmware on devices, set strong passwords, and
use a firewall to monitor traffic.

Fiber-optic cables improve network performance by transmitting data as light signals, which travel faster and
over longer distances without losing quality compared to traditional copper cables. This results in higher
speeds and better reliability, especially for backbone connections.

Writing:

Modern wireless standards like Wi-Fi 6 and WPAS3 are better than older ones because they offer faster data speeds,
lower latency, and can support more devices at the same time. WPA3 also provides stronger security, protecting
networks from modern threats. These improvements make wireless networks more efficient and safer, especially in
busy environments like offices or schools.

Protocols and Network Architecture

1. True or False

1.
2.
3.
4.

True 5. True
False 6. False
True 7. False
False 8. True

2. Answer the questions

To ensure reliable and organized data exchange between devices.

DNS, TCP/IP, HTTP

Translates domain names into IP addresses.

The structure and design of a computer network.

Client-server and peer-to-peer

Clients request services, servers provide them.

To explain the layers of network communication and help troubleshoot.
It helps diagnose and resolve communication problems.

Security, speed, scalability, and network size.

. By using encryption, secure protocols, and access controls.

. Data loss, miscommunication, or network failure.

. It'sreliable, scalable, and supports most internet communication.

. Client-server: centralized control; P2P: shared resources and simplicity.

94




14. They show where problems happen and how to fix them.

Vocabulary Practice

1. Match the terms

protocol — ¢

consistent communication — d
network architecture — e
client-server — f

scalability — a

transmission of data — b
high-security environments — g
implement protocols — h

NG~ WNE

2. Fill in the blanks
1. peer-to-peer
2. network architecture
3. protocols
4. implement
5. communication
6. network
7. scalability
8. password
9. security
10. performance

3. Discussion (sample answers)

It simplifies problem-solving and separates functions.

It offers better control and security.

By using firewalls and encryption.

Both are important, but security prevents serious damage.
Yes — it could be DNS or server-side failure.

To design efficient systems and troubleshoot issues properly.

IR

Computer Systems and Server Administration

1. Fill in the Blanks
1. update

2. intrusion detection system

3. system / server administration

4. configure

5. software patch

6. fix vulnerabilities

7. firewall

8. install

9. cyberattack

10. install (or configure — depending on how you interpret "before launching", both may work)

. Match the terms with their denitions

swer the questions

A firewall protects a network by monitoring and controlling incoming and outgoing network traffic to prevent

unauthorized access.

A VPN creates a secure, encrypted connection over a public network, protecting data from interception and

eavesdropping.

3. Network configuration is important because it sets up IP addresses, subnets, and other settings that enable
devices to communicate properly.

4. Backup management involves creating and maintaining copies of data to recover information in case of loss or
failure.

5. A protocol is a set of rules that defines how data is transmitted and received between devices, ensuring reliable

communication in a network.

|
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4. Respond to the question or statement

1. To improve security, we should install a stronger firewall and use an intrusion detection system to monitor
suspicious activity.

2. You should set up regular backup procedures to save copies of your data and prevent loss.

3. Using a VPN will allow you to securely connect to the office network from anywhere.

4. Implementing automation with scripts can help reduce manual work and improve efficiency.

5. Dividing the network into smaller subnets and upgrading the router can improve speed and management.

6. Some websites might be blocked by the firewall, so checking its settings could solve the access problem.

7. To protect sensitive data over public networks, we should use a VPN for encrypted communication.

8. Toavoid losing data when the system crashes, do regular backups and have a recovery plan.

9. You can use an intrusion detection system to monitor and alert us about suspicious activities, to find if
someone tries to break into your network.

10. Creating smaller subnets and properly configuring routers can improve communication within a large

network.

5. Network / System issues for discussion
Ideas to use in responses:
1. Check the router and bandwidth settings.
2. Restart the access point.
3. Update user permissions.
4. Reset the password.
5. Enable the firewall.
6. Scan for viruses or malware.
7. Install VPN for secure access.
8. Run system diagnostics.
9. Use backup to restore files.
10. Check the DNS settings.
11. Reassign IP addresses.
12. Update the router firmware.
13. Monitor traffic with IDS.
14. Divide the network into subnets.
15. Automate updates with scripts.
16. Review security logs.
17. Replace outdated hardware.
18. Check printer connection.
19. Configure remote access.
20. Block suspicious websites.

6. Sample dialogue:

Manager: We had some security breaches last month, and our network speed is slow. What do you suggest?
Administrator: We can start by installing a new firewall to better protect our network from attacks. Also, setting up a
VPN will help secure connections for remote workers.

Manager: That sounds good. What about the slow network speed?

Administrator: Dividing the network into smaller subnets will reduce traffic congestion. Upgrading our routers can
also improve performance.

Manager: Are there other steps we should take for data safety?

Administrator: Yes, we need to create regular backups and have a clear disaster recovery plan to restore data if
something goes wrong.

Manager: What about managing all these tasks? It seems like a lot of work.

Administrator: We can use automation tools to run routine tasks like software updates and monitoring. This will save
time and reduce errors.

Manager: Great. Who will be responsible for these changes?

Administrator: 1 will coordinate the installations and training. I’ll also prepare a schedule for regular backups and
system checks.

Manager: Perfect. Let’s start this plan next week and review progress after a month.

Job hunting

IT professionals
1. Read each description and write the correct job title
1. hardware engineer
2. software engineer
3. frontend developer
4. backend developer
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5. computer security specialist
6. network administrator
7. help desk technician
8. data analyst

. IT Professions — Multiple Choice Quiz
A) hardware engineer

B) software engineer

B) frontend developer

A) backend developer

C) computer security specialist

B) network administrator

A) help desk technician

C) data analyst

N -

NGO~ WNE

JoB ADVERTISEMENTS
1. The most important qualities and abilities for each job:

The top 3 most important qualities for each job are marked with %

No Quality / Ability ~ Job A: Full-Stack Developer Job B: Web Designer

1 Logical reasoning A ¢

2 Patience and tenacity v v

3 Being good with figures v

4 Imagination 2 ¢

5  Self-discipline v v

6 Accuracy v % v

7 Leadership skills

8 Efficiency v v

9 Creativity vi v %

10 Drawing skills v
You could also add:

e For Job A:

o Problem-solving
o Knowledge of frameworks
o Technical adaptability
e For Job B:
o Visual communication
o UI/UX empathy
o Aesthetic sense
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